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Abstract— The world is moving towards modernization with the help of smart devices used in smart cities to make the whole lot
intelligent and smart. These smart devices are extensively used in smart city and are capable of doing everything which one can do
with the normal desktop computer. These smart devices like Smartphone have computational limitations are not able to store a large
data to be used and collected in a smart city. In this paper, we propose a novel security architecture which first uses the Elliptic Curve
Diffie Helman Key Exchange Algorithms to exchange the keys between the two low power devices (Smartphone). The keys are used to
encrypt the large data (images and videos etc). The data is encrypted using the private keys of a device and then send to the cloud for
safe storage. The data can be only accessed by the communicating device with the same key. The proposed security architecture
enables these smart devices to store the huge data collected from the smart city to store on the cloud. If another device requests the
same set of data, the keys can be shared secretly and the communicating device can be allowed to download the data directly from the
cloud. This architecture relieves the Smartphone from the storage limitation and also enables it to communicate with faster speed and
securely.
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residents. While developing the solutions for its users in a
1. INTRODUCTION smart city, huge amount of data is collected and the
possibility of data breach is evident in such scenarios. The
Figure 1 provides general over view of a smart city with
capabilities to have smart energy, smart education, smart
logistics and many more features.

The idea behind the implementation of smart city is to
make use of intelligent devices so as to control everything
smartly. One of the prominent smart devices is a smart
phone capable of doing every job as can be done with the
desktop computer. The smart phone is carried by almost iy
every citizen with the intension to always be connected and
ease the life. The prominent Smartphone operating systems —
Android and IOS are numerously used by the users [9]. The
only drawback of using these devices is the limited
capability to store the data and computationally less power
full as compared to desktop computers [2]. In smart city
there are numerous challenges that a citizen can face in
terms of privacy and security [10] of the sensitive data stored
in their personal hand held devices. The users in a smart city
are accessing their bank accounts through their smart phones
and storing every critical information in there devices [11].
The smart devices are not able to store huge data in there
devices and at the same time are not able to use the
traditional algorithms to encrypt and decrypt the data.

Without precedent for the historical backdrop of mankind,
more them half of the populace is presently living in large g ;
urban communities. This situation has raised concerns Fig 1: Smart City
related frameworks that give fundamental administrations to
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The paper is organized as — Section II provides a detailed
work done in the area of privacy and security of users in a
smart city. The use of cloud by some researchers is also
discussed in this section. Section III proposes novel security
architecture for the smart devices connected in a smart city.
The algorithms that can be implemented to store the data on
a cloud and establishment of secure key between the two
connecting devices is discussed in this section. In section IV
the results are presented and a final conclusion is discussed.

II. RELATED WORK

In this section, we discuss the related research done in the
area of resource constrained devices used in a smart city.
There are active and passive ways of dealing with the
defenses against the various threats and attacks by the
intruders, Researchers mainly focused on the passive ways
of security [5]. In a classical smart city, the issues related to
defenses against the malicious applications have various
characteristics, including security service, how data is
organized, authorization and management of keys. The
various solutions proposed for the security of users in a
smart city are mainly of distributed in nature and are
obtained from the distributed systems [6]. One of such
techniques is a smart grid technique [7]. The methods
defined in [6][7] are not enough for securing the users in a
smart city particularly for the use of low resource device like
a Smartphone. The main reason for the scarcity of the
security protocols is the lack of resources of a smart device
used in a smart city [8]. The protection of users from over
collection of data within a smart city is discussed in [1].
Their [1] research mainly focused on putting the users data
on the cloud and did not came up with a solution to ease the
pressure from these low power devices to execute an
algorithm that is feasible for them. The lightweight session
key establishment for android platform using ECC was
elaborated [2] and a more robust and computationally
feasible approach was implemented.

The Security and protection based on cloud in smart cities
is talked about in [18]. Different partners are distinguished
and a system for start to finish security/protection highlights
for trustable information obtaining, scattering and
administration arrangement is created. A different approach
is introduced in [19] where the appearance of secure
equipment in individual IT gadgets propels provisioning of
information security at the edges of the web by means of
individual information servers running on advanced mobile
phones set-top boxes, secure compact tokens and so forth. A
five dimensional model of residents' security in smart urban
areas is introduced in [20]. These are: character protection,
query security, identity security and area security,
impression protection and proprietor protection. The
researchers in this paper show how existing security
improving innovations can be utilized to save residents'
protection.

III. PROPOSED SECURITY ARCHITECTURE

The data to be stored on the cloud must be encrypted by
the device and then it can be loaded on the cloud for the safe
storage. The following architecture depicted in figure 2 is
proposed. The smart devices must be able to communicate in
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a secure way. The Elliptic Curve Key exchange is proposed
which is computationally feasible for low power devices [2].
After exchanging the keys, the data is encrypted and the data
which includes videos, files and any other confidential data
can be stored on the cloud. The data cannot be understood by
the intruder and it can be put in a safe custody. If a second
device within a smart city wants to access the same data then
the keys already exchanged can be used to decrypt the data
and safely download it from the cloud.

The proposed architecture addresses the three principle
security issues- Privacy, Integrity and Availability.

i. Privacy. The security idea is legitimately related
with the demonstration of just permit the right substance,
with the right consent, to approach particular information. It
can likewise be viewed as the upkeep of a mystery in a
message, or information, trade from DEVICE_1 to
DEVICE_2. The proposed architecture generates a shared
key by making use of Elliptic Cure Cryptography- which is
computationally feasible for the smart devices used in a
smart city.

ii.  Integrity. The integrity of the confidential data is
maintained by keeping the data in encrypted form within the
cloud. This architecture does not allow the changes in the
data and only the authorized devices are allowed to do so.

iii.  Availability. Another key issue addressed by our
proposed system is that the resources are available to the
authorized users without any obstacle. If any other smart
device wants to access the resource from within a smart city,
the device can get the shared keys from the other device and
can directly download the required data from the cloud.

Verify the Device & Send the
Data

Smart Devices

SECRET KEY
(KK = KKG)

Store the
Encrypted Data

Fig 2. Proposed Architecture

The algorithm 1 below provides the steps to securely store
the data on the cloud. The data if needed by any other device
must be authenticated and the key must be shared with the
communicating device.

Algorithm 1: Secure_Storage (Device ID, Data)
{

1. Compare the type of the request- to store the data or
retrieve the data. Get the result RW;

if RW == write then

Store the ID of the device along with the encrypted Data

else

verify the device ID

read the encrypted Data

return Data

end if



The  traditional  Cryptographic  algorithms  are
computationally very expensive when implemented on the
low power devices. If we use a key length of 1024 in RSA,
same security can be provided by the ECC with a key length
of 160 [2].

The parameters used in elliptic curve are a sextuple:
T=(P,a,b,G,n,h)
The elliptic curve is defined by an equation of the form
Y?=X*+AX +B

The detailed description of elliptic curve functionalities

for the low power devices is described in one of our paper

[2].

£

Fig 3. Elliptic Curve

The algorithm 2 provides a sequence of steps to generate
the shared keys by the two communicating devices in a
smart city.

Algorithm 2: Secure Ke
{
1. DEVICE_I chooses a random number Na such that Na
< N where N is a prime field. This is Na’s Private Key

Exchange (Pub_a, Pub_b

2. DEVICE_1 calculates the public key as Pub_a = Na *
G [G is the generator point ]

3. DEVICE_1 generates the secret key as S_Key = Na *
Pub_b [ Pub_b is public key of DEVICE_2 ]

4. The secret key shared is

5. S_Key =Na * Pub_b = Na * (Nb * G) as Pub_b = Nb
* G as generated by DEVICE_2

6. Return S_Key [Na *Pub_b =Nb * Pub_a]

}

- ® ‘4i @ 7:43

ECC Implementation

MOBILE 1
PRIVATE KEY K1

<O

4d4949426c67494241 4443427041 59484b6{5a497a6a304341 5443426
d4149.424154416742676371686b6a4f 505145424168

-

PUBLIC KEY K2G

4d494 76b42676371 5149424d494759416745424
d43414742797147534d343941514543465144212f2f

SECRET KEY
k1k2G = k2k1G

87f68ca1017db7d019758518049a7d952¢c4

ECDH

Fig 4. ECC Implementation on Android
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The two devices only disclose their public keys and the
shared key is calculated. The same shared key is used by the
devices to encrypt and decrypt the data.

IV.RESULTS AND CONCLUSION

In this research, a novel approach to enhance the
capabilities of resource constrained devices is discussed. The
proposed architecture is implemented with the android based
smart phones and the shared keys are communicated in a
open channel. The screen shot of one of the Android based
smart phone is presented in figure 4. The smart city model
is taken into consideration where millions of users are using
their hand-held devices to do lot of intelligent computing
and their security concerns are discussed in this paper. As
these devices are computationally incompetent to execute
algorithms link RSA, DES etc, an Elliptic Curve
Cryptography is introduced which is as secure as RSA but at
the same time does not take that much of computational
overhead as RSA does.
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