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Abstract—Technological advancements have significantly focused on secure and efficient digital payments. In the context of Public 

Smart Dispensers (PSDs), using authentication and verification in payment transactions is crucial to address security concerns, enhance 

transaction efficiency, and provide a better user experience. This study employs minutiae algorithms for the fingerprint identification 

and verification process. Fingerprint identification utilizes the crossing number method, while fingerprint verification uses a validation 

score. If the validation score exceeds the threshold of >80, fingerprint verification is considered successful; conversely, verification is 

deemed unsuccessful if the validation score is <80. Through testing, biometrics as a payment method was conducted 100 times, resulting 

in an accuracy rate of 94% with an identification response time of approximately two or three seconds. The research findings 

demonstrate the practicality of implementing fingerprint biometric payment methods with minutiae algorithms on Public Smart 

Dispenser payment systems in the field of digital payments and technology. This enables fast and efficient transactions, significantly 

reducing the risk of fund misuse. Consequently, users can easily access water through Public Smart Dispensers, underscoring the real-

world applicability and relevance of this solution. Implementing this technology can enhance user comfort and security while expediting 

the transaction process, which is crucial for public use. Therefore, this research makes a significant contribution to the advancement of 

fingerprint-based payment technology on public smart dispensers. 
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I. INTRODUCTION

A Public Smart Dispenser is a device that provides the 
general public with clean water. It gives customers who have 
already completed a transaction or payment access to drinking 
water. Electronic money, or e-payment, is used to make 
payments. Thanks to this, people can receive clean water 
more simply and conveniently. The swift progress of 
information and communication technology (ICT) has had a 
significant influence on many facets of human existence, 
especially when it comes to financial transactions [1], [2]. 
Debit cards, e-wallets, and other digital payment methods 
have become widely used as a result, completely changing the 
way we handle our money [3]. When it comes to digital 
payment methods, e-payment has become a popular option for 
consumers looking for non-cash transaction methods [4]. The 
process of making an electronic payment entails keeping 

money in an electronic wallet or e-wallet [5]. With every 
transaction, the value in the e-wallet decreases, but it may be 
added back up as needed [6], [7]. 

When compared to traditional banking methods[8], e-
payments are more convenient and expedient in terms of 
transaction speed. In addition to saving consumers time, it 
gives them a sense of security and comfort when completing 
transactions whenever and wherever they choose [9], [10]. E-
payments can also lower the expenses related to printing and 
distributing real currency, increasing its financial efficiency 
[11], [12], [13]. 

However, information security and privacy are critical with 
the surge in data breach cases and difficulties globally, 
including identity theft, credit card fraud, and cybercrime 
[14]. Uninformed individuals concerning information 
security leave room for careless parties to exploit someone's 
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personal information. Privacy and information security must, 
therefore, be appropriately safeguarded [15], [16].  

E-wallets are a payment technique that is becoming 
increasingly common [17]. Maintaining e-money security 
techniques such as PINs, passwords, and cards are vulnerable 
to guesswork, human error, hacking, and physical card 
loss[18]. Biometric authentication—specifically, fingerprint 
recognition—is a viable way to improve e-wallet security to 
overcome these constraints. The use of fingerprint biometric 
authentication for e-wallet transactions is investigated in this 
study [19], [20], [21]. 

Fingerprint-based authentication techniques use the 
detection of distinct fingerprint features to confirm or validate 
a person's identity[22]. Every person has a distinct, permanent 
[23], and hard-to-copy fingerprint [24], [25], [18]. The 
patterns of ridges, valleys, and minutiae—tiny[26] points 
found on the surface of the fingers—give fingerprints their 
distinctiveness [27], [28]. Because minutiae differ in quantity 
and position between persons, they serve as a means of 
individual identification [29]. This study uses minutiae 
algorithms to extract and compare fingerprints based on 
minute traits. Because minutiae range in quantity and location 
among individuals, they act as a distinguishing factor between 
them [30], [31]. 

Biometric technology has made extensive use of 
fingerprint authentication methods in the context of digital 
payments[20], [32]. Compared to other biometric techniques, 
this method has several benefits, such as high accuracy, 
dependability, and simplicity of fingerprint acquisition. 
Fingerprint sensors allow for the fast and precise capturing of 
an individual's fingerprint [33], [34]. This fingerprint that has 
been taken acts as the person's only key or password [29], 
[35], [36]. The fingerprint identification verification process 
is quick to complete, taking only a few seconds [37], making 
transactions quick and easy [38], [39]. 

Previous research on the use of fingerprints as 
authentication for e-wallet usage. This research proves that 
digital wallet payment solutions can be improved with ease of 
access. The prototype evaluation results show that the 
fingerprint authentication mechanism performs securely and 
satisfies its users. In this study, an aspect assessment between 
the fingerprint model and the traditional model was 
conducted. The assessment results from the elderly show that 
the fingerprint model is more attractive than the traditional 
model in terms of usability, efficiency, satisfaction, 
memorability, and security. Meanwhile, the experts showed 
that the fingerprint model is better than the traditional model 
in terms of usability, efficiency, satisfaction, and security. The 
use of fingerprints as authentication also proves that the 
transaction process cannot proceed without the involvement 
of the actual owner [20].  Other studies are developing a 
multi-card smart card payment system that uses fingerprints 
to authenticate the card's PIN [40]. 

The following study examines how vending machine 
fingerprint payment methods are used to obtain user 
permission. His research's findings showed that two tests—

user approval testing and payment system security testing—
were conducted. The suggested method can pass security 
testing and avoid the risks associated with user top-ups, 
duplicate card usage, and card usage that does not belong to 
the user. The suggested solution demonstrates through user 
approval testing that consumers are at ease with the 
fingerprint payment technique [41]. Other studies also apply 
a security system to motorcycles [42]. The subsequent 
research implemented a minutiae score-matching algorithm 
on the .NET platform using 100 fingerprint images. The 
results of the study show that the developed algorithm is 
effective and has a high accuracy rate in matching fingerprint 
images by calculating the similarity score between the 
original image and the registered image [43]. other research 
on biometric identification systems. This research uses three 
biometrics, namely fingerprints, veins, and faces. This 
research performs fingerprint validation first, then vein 
validation, and then face validation. After that, the fusion 
level is carried out to determine the decision level of the 
validation results. The results of this study show superior 
performance in terms of accuracy [44]. 

From the discussion and previous research, digital payment 
using biometric fingerprints and the use of minutiae 
algorithms as a fingerprint authentication method can be the 
right solution to overcome the problem of fake fingerprints; 
easy and provide security in the payment transaction process 
so that this can be a solution for the public smart dispenser in 
transactions. The use of this fingerprint has a high level of 
accuracy, efficiency, and security. In addition, the minutiae 
algorithm is unique, difficult to imitate, and fast in minutiae 
extraction. These advantages should be considered when 
applying fingerprints as a payment method for Public Smart 
Dispenser. Thus, fingerprint payment is the right choice for 
the community to get drinking water efficiently, accurately, 
and safely through the Public Smart Dispenser. 

II. MATERIALS AND METHOD 
This section describes implementing the payment method 

at PSD using fingerprints. 

A. System Scheme 
Figure 1 shows the system scheme to determine the flow 

design of this system. First, the customer visits the Public 
Smart Dispenser and purchases drinking water. After that, the 
customer does a fingerprint for the transaction process. The 
fingerprint is used as a sample or input. Then, the minutiae 
algorithm extracts fingerprints that are later matched with 
fingerprints in the database. 

After that, fingerprint matching is carried out between the 
fingerprint sample and the fingerprint in the database using 
the minutiae algorithm. If the fingerprint matches, verification 
is complete, which will later deduct the balance on the DANA 
payment, and the transaction is complete. Finally, the Public 
Smart Dispenser fills the water. 
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Fig. 1  System scheme 

 

B. Fingerprint System 

Fingerprinting systems utilize the unique patterns on the 
skin surface of human fingertips for identification or 
authentication purposes, where fingerprint images are taken, 
fingerprint features are extracted, and then compared with 
data stored in a database to produce a match or mismatch [45]. 
Here is the workflow of a fingerprint biometric system [46], 
[47]. 

 
 

Fig. 2  Fingerprint system 
 

Figure 2 shows the scheme of fingerprint biometrics. From 
the picture, it starts with scanning, which is inputting 
fingerprints using a sensor. Then, proceed with feature 
extraction, detecting fingerprint minutiae formed from skin 
streaks on fingerprints such as ridge ending and ridge 
bifurcation. Then, the matching process looks for the same 
fingerprint points between the stored fingerprints and the 
fingerprints inputted from the sensor [48]. In this study, the 
matching calculation process uses the crossing number 
method, where the crossing number value is taken from the 
ridge bifurcation and ridge ending values, as shown in Figure 
3.  

 
Fig. 3  Pseudocode ridge detection 

Then, the validation score calculation is carried out to 
verify the fingerprint. At the validation stage, the validation 
limit is checked to continue the verification process. The 
following is pseudocode in the extraction of ridge ending and 
ridge bifurcation of the crossing number method [49].  

C. Payment Mechanism 

1) Scanning Fingerprint: Fingerprint scanning is done 
using image capture using a camera or fingerprint sensor [50]. 
In Figure 4 is a fingerprint image capture that has been 
converted to a gray color level or the process of changing to 
grayscale [51]. 

 
Fig. 4  Scanning fingerprint 

2) Fingerprint Minutiae Extraction: In fingerprint 
extraction that will be used as a unique pattern of fingerprints, 
namely ridge ending and ridge bifurcation points [52]. The 
ridge ending is the end point of fingerprint strokes. While 
ridge bifurcation is the branching point of the fingerprint 
stroke [53]. These points will later be matched to the position 
of the ridge ending point and the ridge bifurcation point [54], 
[55]. A comparison process between existing fingerprints in 
the database and fingerprint input will carry out this matching 
[24]. For the fingerprint extraction process use the point end 
method and point bifurcation so that it can get a fingerprint 
trajectory line to find out the points of ridge ending and ridge 
bifurcation [56]. Figure 5 is a fingerprint extraction process 
where the ridge ending points and ridge bifurcation points are 
known. 

 
Fig. 5  Fingerprint feature extraction 
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3) Matching Fingerprint: The matching process is done 
by comparing the position of the extracted points in the 
database and fingerprints when doing fingerprints on the 
sensor [57]After that, the match is calculated, producing the 
validation score results. Here's an example of the fingerprint-
matching process. 

 
Fig. 6  Example of a matched fingerprint 

 
Figure 6 shows the matching process for a matched 

fingerprint. The process is viewed from the position of the 
fingerprint points when taking the fingerprint and the 
fingerprint stored in the database during fingerprint 
registration. The position of the fingerprint points between the 
two fingerprints is said to be matched. 

 
Fig. 7  Example of a mismatched fingerprint 

 
The matching procedure for a fingerprint that does not 

match is shown in Figure 7. It is clear from this procedure that 
there is a notable difference in the way fingerprint minutiae 
(points) are arranged. Even when there are a few tiny points 
that match, the matching score is decreased by their small 
quantity. As a result of this disparity, the fingerprints are 
considered to be unmatched, and the fingerprint verification 
procedure is unsuccessful [58]. 

4) Crossing Number: The score calculation process is 
carried out after the scanning and feature extraction processes 
are completed. The crossing number calculation process can 
be observed in Figure 8. A ridge ending minutiae is assigned 
a value of 1, while a ridge bifurcation minutiae is assigned a 
value of 3 [49], [59], [60]. 

 
Fig. 8  Crossing number 

 
Following the scoring of each detail, the following formula 

will be used to calculate the matching score [61], [62], [63]: 

 ����ℎ ���	
 �
�
���� �� ����ℎ��� ���
����

�
���� �� ���
���� �� ��������
 (1) 

5) Validation Fingerprint: In the fingerprint validation 
process, the matching process is carried out first before it is 
said to be successful or the verification fails. then, a 
comparison is made by checking the suitability of the 
fingerprint. If the match score exceeds or exceeds 80, then the 
verification is successful and can continue the transaction. 
Still, if the match score is less than 80, then the verification 
fails and cannot continue the transaction.  Factors that affect 
the fingerprint match score are minutiae points such as ridge 
ending and ridge bifurcation, and the number of matching 
minutiae at the same location in both prints can also increase 
the match scor e[27]. The following Figure 9 explains the 
flow of the decision-making process of the fingerprint 
matching process. 

 
Fig. 9  Validation fingerprint algorithm 

6) Transaction in Public Smart Dispenser: The following 
is the fingerprint transaction mechanism when the customer 
purchases. 
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Fig. 10  Transaction psd algorithm 

 
Figure 10 shows the transaction mechanism in PSD. First, 

the user enters the amount of water (ml) to be purchased. 
Then, fingerprinting is done for fingerprint reading. After 
that, fingerprint matching is done with those stored in the 
database. A balance check is carried out to see if the 
fingerprint matches and a balance deduction is made for 
drinking water payments. If the balance is insufficient, the 
transaction is canceled. However, if the fingerprint does not 
match, the user is again asked to fingerprint. The final stage 
of the water filling process. It should be noted that before 
making a transaction, the user needs to register an account 
first. 

D. Hardware Prototype 

The following is a prototype of the tool that was built. the 
components used are esp32 [64], [65], fpm10a fingerprint 
[65], [66], [67] and breadboard. 

 

 
Fig. 11  Hardware prototype 

 
The specifications of the tools used can be seen in the 

following table. 

TABLE I 
FINGERPRINT SENSOR MODULE SPECIFICATIONS 

Parameter Values 

power supply voltage 3.6 – 6v 
window size 14x18 mm 
template file 512byte 
storage capacity 163 templates 
fingerprint image input time <1 second 
search time <1 second (Average 1:500) 

TABLE II 
ESP 32 SPECIFICATIONS 

Parameter Values 
GPIO 34 
Voltage 3.3v 
UART 3 
12C 2 
SPI 3 
ADC 7 
RAM 520K 

III. RESULTS AND DISCUSSION 

This research collected data from 10 individuals, each with 
10 trials, resulting in 100 data points. Data collection was 
conducted using an FPM10A fingerprint sensor as the 
fingerprint scanner and an ESP32 as the microcontroller. 
Table 3 presents the collected fingerprint verification data. 
Data with a checkmark (√) indicates a matching fingerprint, a (X) 
indicates a non-matching fingerprint, and a dash (-) indicates an 
unregistered fingerprint. This data is based on the scores obtained 
each time a fingerprint is scanned. The fingerprint is considered 
matching if the matching score is greater than 80. Conversely, 
the fingerprint is considered non-matching if the score is less than 
80. This can be seen in Table 4. 

TABLE III 
FINGERPRINT MATCHING DATA 

Id Fingerprint 
Testing 

1 2 3 4 `5 6 7 8 9 10 

#1 √ X √ √ X √ √ √ √ √ 
#2 √ √ √ √ √ √ √ √ √ √ 
#3 √ √ √ √ X √ √ √ √ √ 
#4 √ √ √ √ √ √ √ √ √ √ 
#5 √ √ √ √ √ √ √ √ √ √ 
#6 √ √ √ √ √ √ √ √ √ √ 
#7 √ √ √ √ √ √ √ √ √ √ 
#8 √ √ √ √ √ √ √ √ √ √ 
#9 √ √ √ √ √ √ √ √ √ √ 

#10 √ - - √ √ √ √ √ X √ 

TABLE IV 
FINGERPRINT MATCH SCORE DATA 

Id Fingerprint Nama 
Testing 

1 2 3 4 `5 6 7 8 9 10 

#1 akbar 98 66 105 95 77 90 95 105 145 135 
#2 fadiah 178 117 335 150 155 135 119 145 156 178 
#3 fahril 168 182 142 162 80 160 211 95 214 229 
#4 sasa 102 117 131 150 91 115 150 127 141 114 
#5 dafa 263 318 160 164 151 305 228 123 115 151 
#6 nurul 287 247 313 361 416 328 308 238 430 258 
#7 sahal 202 493 309 432 462 196 205 142 131 163 
#8 lalisa 230 139 119 230 325 247 251 390 333 356 
#9 upan 262 221 297 112 105 128 140 121 298 238 

#10 nanda 249 0 0 219 203 141 195 186 76 222 
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Table 4 shows that there are fingerprints with matching 
scores below 80 and are not detected for several reasons. One 
reason is damaged fingerprints, such as peeling skin, wounds, 
or scratches. In addition, dirty fingerprints or differences in 
position during registration and validation and unregistered 
fingerprints can also cause non-detection. On the other hand, 
fingerprint data with validation scores above 80 is usually 
good, meaning it is not wet or dirty and is in the correct 
position during registration. 

A. Classification of Fingerprint Validity 

1) Valid: As shown in Figure 12, valid fingerprint testing 
is performed on fingerprints that have validation scores more 
than 80. The procedure for taking a fingerprint image, which 
is then transformed or feature extracted, is depicted in the 
figure. Subsequently, it was discovered that the fingerprint, 
which had a validation score of 238, was on ID #9. 

 
Fig. 12 Matching fingerprint test results 

 ��� �
��� � !���������
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In the meantime, the system has accepted all fingerprints 
that should have been rejected, as indicated by the FAR of 
0%. This shows how well the technology rejects erroneous 
fingerprints. 

2) Invalid: Invalid fingerprint testing can be caused by 
several factors, such as a fingerprint that has yet to be 
registered or a validation score below the specified threshold 
of 80. This can be seen in Figure 13 for an invalid fingerprint 
due to lack of registration and Figure 14 for an invalid 
fingerprint due to a score below the validation threshold. 

 

 
Fig. 13  Unregistered fingerprint test result 

Figure 13 shows the results of testing unregistered 
fingerprints. Where there is an image taken that the fingerprint 
image is captured and then converted or feature extraction is 
carried out. Then there is fingerprint not registered 
information that the fingerprint is not registered. This is 
because the user has never done a fingerprint before. 

 
Fig. 14  Fingerprint test results below the threshold 

 
Figure 14 shows the results of the non-matching fingerprint 

test. For ID #1, there is information that the fingerprint was 
not found, with a validation score of 66. This is due to a 
damaged and dirty fingerprint. 

 ��� �
��� � $�%������

��� � $�%������"#�
� !���������
 (3) 

FRR= 0.06 was obtained at 6%, which indicates that 6% of 
fingerprints should have been accepted validly but were 
rejected by the system. 

B. Fingerprint Accuracy 

Based on the experimental data in Table 3. There are 100 
experimental data collected. This data calculates the accuracy 
level of using fingerprints as a payment method solution in 
public smart dispensers. 

 ���&	��' �
!��
�� �� ������� (��� ) *++%

!��
�� �� (���
 (4) 

Accuracy = 94 %; the calculation results show a system 
accuracy rate of 94%. This indicates the system's excellent 
ability to identify fingerprints from the total number of 
fingerprints tested correctly. 

C. Fingerprint Response Time 

Table 4 displays the fingerprint trial data used to determine 
the fingerprint reading speed based on fingerprint usage. With 
an average reading speed of two seconds, the test result data 
demonstrates how quickly fingerprints may be detected. The 
high accuracy rate and the two-second average fingerprint 
reading speed demonstrate how simple it is for consumers to 
utilize fingerprints as a digital payment method. 

TABLE V 
RESPONSE TIME TESTING DATA 

Id Fingerprint 
Computation Time 

Detected Speed 

#1 √ 2 second 
#2 √ 3 second 
#3 √ 2 second 
#4 √ 2.1 second 
#5 √ 2 second 
#6 √ 2 second 
#7 √ 2.2 second 
#8 √ 2 second 
#9 √ 3 second 
#10 √ 2 second 

D. Comparison of Fingerprint Validation Algorithms 

Here, in Table 5, several algorithms are comparable in 
fingerprint validation. 

TABLE VI 
COMPARABLE IN FINGERPRINT VALIDATION 

Algorithm 
Accuracy 

Rate % 

Siamese Rectangular 
Convolutional Neural Networks (SRCNN)[68] 

<75% 

minutiae matching algorithm[55] 80% 
Neural Network[69] 91.10% 
Hybrid Minutiae Feature Extraction Method[70] 85.28% 
Current Research Minutiae Algorithm Crossing 
Number Method and Score Match 

94% 

 
Table 5 shows the accuracy level of each other fingerprint 

validation algorithm in fingerprint detection. The table shows 
that the offered algorithm has a good level of accuracy 
compared to other algorithms. The offered algorithm 
performs ridge ending and ridge bifurcation fingerprint 
feature extraction. Then, the crossing number is done for 
weighting, and then the match score is calculated, exceeding 
the threshold of 80. 
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IV. CONCLUSION 

Based on the test results, it can be concluded that using a 
minutiae algorithm with the crossing number and confidence 
level method in fingerprint identification can provide a very 
high level of accuracy, reaching 94% of the total 100 data 
tested. This shows that this research has the potential to be a 
new solution in implementing payment methods on public 
smart dispensers. An analysis of the device's performance 
shows that the device has an error rate of 6% and a success 
rate of 94% in scanning fingerprints. In addition, the device 
shows a fast response, with a response time of between 2 and 
3 seconds when tested. In conclusion, this fingerprint 
identification method is accurate and efficient, making it a 
viable choice for digital payment systems on public devices. 
Implementing this technology can improve user comfort and 
security and speed up the transaction process, which is very 
important in the context of public use. Thus, this research 
significantly contributes to developing fingerprint-based 
payment technology on public smart dispensers.  
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