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Abstract—Digital forensic analysis involves studying and analyzing acquired evidence artifacts using methodical approaches. However,
unstructured data could be time-consuming and difficult in the forensic examination phase. Automation in digital forensic processes has
recently been seen as a potential solution to improve analysis processes. Therefore, we propose a forensic analysis and visualization
framework via exploratory data analysis (EDA) using WhatsApp chat datasets as a case study. Univariate and multivariate EDA
visualization models were applied to the datasets. The framework's utility was demonstrated through forensic analysis simulation
scenarios: linkage (interaction) and attribution (who was responsible). origination (evaluation of source), and sequencing (timeline). It
was conducted in a controlled experiment environment using Python scripting. The aim is to test the extent to which EDA visualization
models can visualize complete and accurate artifacts based on the scenarios. Our evidence-based findings demonstrated the suitability
of specific univariate and multivariate in visualizing complete and accurate data. The framework was able to visualize key metadata such
as incoming and outgoing chats, sender identification, communication timeline, and shared media. The findings suggested that the EDA
approach aligns with forensic analysis, as it helps describe investigative clues by analyzing data patterns. Additionally, an expert review
was conducted, in which the experts confirmed the adequacy of the simulation scenarios and the usefulness of the forensic visualization.
Furthermore, the results of this study could aid in presenting evidence in a court of law.
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I. INTRODUCTION communication exchanged between users. This data includes
various elements such as text conversations, timestamps,
sender and recipient information, media files like images and
videos, and associated metadata for each message [2]. Users
generate a continuous flow of unstructured data as they
engage with the platform, complicating analysis and
interpretation. The informal nature of WhatsApp messaging
further complicates this process, as chats often include slang,
acronyms, emoticons, and other non-standard language
elements. However, the form of unstructured data or massive
data could lead to difficulty in the forensic examination phase
as well as time-consuming. Although investigators usually
conduct cross-analysis between different forensic software
tools, they need advanced visualization techniques to
facilitate evidence analysis [3]. Consequently, extracting
valuable insights from this unstructured data requires
advanced methods to handle such variability. Therefore, the
challenge lies in analyzing and interpreting unstructured
forms of evidence data. This necessitates the development of

WhatsApp is a widely used communication platform that
enables users to share text, images, videos, and audio files
across Android, iOS, and Windows devices. As such
communication applications are adopted, they increasingly
attract cybercriminals who exploit these platforms for illegal
activities. The emergence of digital device exploitation by
criminals has resulted in more seizures of digital evidence to
assist investigations, including forensic analysis activities.
Forensic analysis is one of the phases in digital forensics,
which involves activities to study and analyze acquired
evidence artifacts using methodical approaches for drawing
conclusions [1]. However, the growth in the volume of data
seized has led to digital forensic backlogs, which have
become a notable challenge to the efficiency of forensic
analysis activities.

WhatsApp chat data primarily comprises unstructured raw
text messages, multimedia files, and various other forms of
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techniques to assist investigators and the judicial system in
interpreting evidence metadata.

Automation in digital forensics processes has recently been
a potential solution to improve analysis processes. Although
automating the investigation activities is not feasible,
automation could facilitate analysts in drawing investigation
hypotheses. As reviewed by [4], integrating intelligent
automation could facilitate quickly identifying trends and
anomalies, thus minimizing investigation time and resources.
Similarly, [5] highlighted that automated tools, data science,
and artificial intelligence approaches could expedite
investigations and maximize forensic analysis's accuracy,
efficiency, and cost-reduction.

With a focus on big data analytics, data science
encompasses many tasks in processing and analyzing data. A
branch in data science, Exploratory Data Analysis (EDA), is
a first analysis of data to determine the relationships between
data measurements. With the use of statistics and
visualization tools, EDA can be applied to collect insights on
the trends and patterns of various variables within a dataset,
as well as their relationships [6]. As classified in [7], EDA
methods can be non-graphical or graphical, with each further
categorized as univariate (i.e., one variable) or multivariate
(i.e., several variables). Various visualization approaches
have been developed, including histograms, pie charts, bar
charts, scatter plots, and box plots, to deliver the most efficient
approach to visualize a particular set of data. Furthermore,
combining specific types of statistics with appropriate
methods of visualization is  significant to supply data
scientists readily with needed data [8].

With the emergence of data science, the amount of research
conducted on WhatsApp chat analysis has considerably risen
over the years, mainly due to the app's popularity as an instant
messaging platform. A study by [9] demonstrated a tool that
extracts chat database data into a visual form for forensic
analysis purposes. This visualization can show the connection
of metadata, text frequency, and word count and display a
report of analysis activities. However, the study lacks a
discussion of the theoretical aspects, focusing only on the
application of information visualization. Another limitation is
that the timestamp format was presented in epoch format
rather than a more user-friendly, human-readable datetime
format. This makes it challenging for users to understand and
interpret the timing of chat data effectively.

Demonstrating WhatsApp Chat Analyzer tool [10], the
study used data preprocessing, statistical analysis, and
visualization processes. The tool showed statistical data such
as total messages and temporal trends indicating peak activity
periods. It also created visualized activity maps. However, the
study lacked a detailed discussion of the method. For instance,
it did not clearly explain the visualization model used, and
there was no discussion of the evaluation approach.

In a study by [11], WhatsApp analytics data was used to
describe and visualize students' collaborative trends. The
visualization involved a three-pronged approach, which
included network analysis, process-oriented analysis, and
content-oriented analysis. However, the authors should have
provided detailed information about data preprocessing, apart
from mentioning raw data processing and converting text files
to data frames. Additionally, the study utilized box plots,
scatter plots, and word clouds as visualization models.
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Focusing on sentiment analysis technique, a study by [12]
used the technique to determine whether a conversation in a
WhatsApp group is positive or negative. The study utilized
the “dplyr” package in the R programming language to gather
a set of verbs. The sentiment analysis results were visualized
using bar charts representing anger, joy, surprise, and
positivity. However, the explanation of the evaluation
approach is ambiguous. Another similar study by [13]
integrated text classification and sentiment analysis to
determine the relevance of views, opinions, or emotions
expressed within the WhatsApp group. This involved data
collection, transformation, exploration, and visualization.
Ranjan et al. [14] utilized Python libraries to present an
analysis of WhatsApp chat trends, such as the most active
users, the most popular terms, and the busiest chat time.
Similarly, the study involves data preprocessing, analysis, and
visualizing the data.

Previous studies highlighted several similarities, such as
using typical phases like data preprocessing, analysis, and
visualization. However, there needs to be more discussion on
the theoretical aspects of visualization. From our perspective,
the typical phases and visualization align with exploratory
data analysis (EDA). This is evidenced by applying
visualization models and the statistical analysis the studies
integrate. Our observation showed that most of these studies
are unrelated to digital forensics investigations. However, it is
worth noting that the approach can be relevant in forensic
analysis, such as finding clues of criminal activities from chat
data. Therefore, this is the research gap that we sought to fill
by examining exploratory data analysis to analyze and
visualize WhatsApp chat data for digital forensic analysis.

Furthermore, in a recent work [15], we conducted a
literature survey highlighting forensic visualization's role in
understanding data and interpreting evidence. The survey
showed that forensic visualization has been applied in various
computing case studies, such as the Internet of Things,
malware, and mobile applications. This indicates the broad
applicability of forensic visualization in investigations of
different digital infrastructures. We observed that the most
common evaluation method includes performing technical
simulations to assess tool usability, then conducting user
testing to evaluate the tool and using a focus group to solve
forensic challenges. While many studies have made progress
in this area, there has been limited discussion on the selection
criteria of forensic visualization techniques for forensic
analysis. This is another gap that we aim to address in this
study.

Therefore, we proposed a forensic analysis and
visualization framework using exploratory data analysis
(EDA). EDA entails examining data in a variety of ways to
gain insights and applying data-specific domain knowledge in
the analysis [16]. In this study, WhatsApp chat datasets were
applied as a case study.

The objectives of this study are three-fold:

a. To propose an evidence-based forensic analysis and
visualization framework using exploratory data
analysis for WhatsApp chat data.

b. To design forensic visualization models suitable for
different types of WhatsApp chat data and forensic
analysis scenarios



c. To evaluate the utility of the proposed framework using
completeness and accuracy metrics, as well as expert
evaluation feedback.

Theoretical contributions include presenting a generic
forensic analysis framework integrated with visualization
models, which will be useful for academics and researchers.
Practically, this study will examine automated forensic
analysis tools with the specific requirements of forensic
investigators.

II. MATERIALS AND METHODS

This section outlines the study's detailed approach,
describing the Exploratory Data Analysis (EDA) and the
proposed framework. Furthermore, it describes the
experimental setup and the technical simulations conducted,
highlighting how they were designed to test the framework's
utility and validate the results.

A. Exploratory Data Analysis

EDA was adopted as a critical step in describing and
visualizing evidence of interest to assist forensic analysts in
generating hypotheses. As classified in [7]JEDA methods can
be non-graphical or graphical, each further categorized as
univariate (i.e., one variable) or multivariate (i.e., several
variables). Non-graphical EDA methods provide insights into
the characteristics and distribution of variables of interest,
while graphical EDA methods visualize variables of interest.
Table 1 summarizes potential EDA techniques that can be
applied to EDA methods.

Exploratory data analysis includes three components: (1)
understanding the variables in a dataset, (2) cleaning the
dataset, and (3) analyzing the relationships between the
variables [17]. Understanding variables involves performing
preliminary analyses after importing all the programming
libraries required for analysis. Cleaning the dataset includes
removing replicate variables, incorrect formats, and null
values to ensure data quality before analysis activities. One of
the fastest ways to analyze the relationships between variables
is to visualize them, for example, using a correlation matrix
and a heatmap.

Forensic analysis with EDA
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Fig. 1 Proposed framework for forensic analysis visualization
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TABLEI
EDA TECHNIQUES

Potential EDA techniques
Tabulation of categorical data,
characteristics of quantitative data:
central tendency, spread, and shape of
distribution
Multivariate Cross-tabulation, covariance, and
correlation
Graphical Univariate Histograms, stem plots, boxplots, 2D
line plots, probability plots
Multivariate Side-by-side boxplots, scatterplots,
curve fitting, heatmaps, 3D surface
plots

Method
Non-
graphical

Univariate

B. The Proposed Evidence-based Forensic Visualization
Framework

This study aimed to demonstrate an evidence-based
forensic visualization framework that uses the EDA approach.
The proposed framework is presented in Fig. 1. The data
collection involves gathering relevant WhatsApp chat data
from public repositories. After collecting the data, it
undergoes data cleaning, reduction, and wrangling. The data
is then transformed into a suitable format for analysis. The
forensic visualization model is a crucial step that includes the
selection of EDA techniques that are based on the WhatsApp
chat data type and/or analysis objective [7]. The selection
involves simulating a forensic analysis scenario using a proof-
of-concept prototype. The scenarios comprised linkage,
attribution, origination, and sequencing [18]The evaluation
metrics for visualizing each scenario are completeness and
accuracy. The simulation results are compiled into a test plan,
which was then validated by an expert review.

1) Data collection: This study used two publicly
available Android disk images as datasets. The first Android
disk image was downloaded from Digital Corpora, a widely
used research corpus of actual data in computer forensic
education research [19]. The second disk image was
downloaded from Dataset for Cyber Forensics, a work by [20]
comprising a collection of available datasets for digital
forensic researchers [21].

The following steps were conducted to obtain raw data of
WhatsApp databases from the Android disk images and after
extracting related databases and tables:

e Unzip each Android disk image to extract WhatsApp
databases. The databases can be extracted from the
following directory path: Android system/data /data/com.
WhatsApp/database/. .. . Fig. 2 presents the screenshot of
some of the extracted WhatsApp databases.

e Use DB Browser for SQLite to examine all databases
and tables.

« Navigate the directory.

Name

Type

] axolotl.db

] chatsettings.db

] companion_devices.db
] firstfile.db

] hsmpacks.db

] location.db

] media.db

] msgstore.db

] payments.db

) stickers.db

] sync.db

] wa.db

] web_sessions.db

Fig. 2 Examples of extracted WhatsApp database files



Our observation found that the key metadata of the chat
history was stored in the msgstore.db file for both datasets,

specifically in a massage table with the number of columns
and rows shown in Table 2.

TABLEII
SUMMARY OF DATASETS

Smartphone Number of Number of .
Dataset Source P Attributes
(O] Rows Columns
Dataset Digital Corpora (https://digitalcorpora.org/corpora/cell- Android 10 19 40 Null and non-null
1 phones/) attributes
Dataset Datasets for Cyber Forensics Android 11 11 40 Null and non-null
2 (https://datasets.fbreitinger.de/datasets/) attributes
Dataset 1 (D1) had 40 columns and 19 rows, while Dataset s el T
2 (D2) had 40 columns and 11 rows. The number of rows pata columns (total 40 columns):
. # Column Non-Null Count Dtype
referred to the number of chats, while the number of columns S ——
. ] -id 18 non-null intéd
denoted the number of attributes. 1 Key_remote_jid 3 conemts snxse
2 key_from_me 18 non-null inté4
2) Data pre-processing: We converted the message 31 likey-2o it e
tables into a CSV file format by using MySQLite. Next, using S noeds_push 18 non-null  intés
. R 6 data 3 non-null object
DB Browser for SQLite, we examined the WhatsApp 7 tinestamp 18 non-null  floatéd
databases and named the CSV file ‘DCmessageCSV.csv.’ ol ey peliss e o
. . 10 media_wa_type 18 non-null inté4
The next step was reading the data entries to reference the 11 media_size 18 non-null  floatés
. . 12 media_name 2 non-null objec
dataset summary quickly. We applied Python Panda’s 15 nedin cancion 2 nop=nuix e i
pd.read_csv function to read the datasets (Fig. 3). oot TR oL SR
16 origin 18 non-null inté4
BEGIN 17 latitude 18 non-null floatés
18 1longitude 18 non-null floatés
// Import the panda’s library for data ipulation IMPORT pandas AS 19 thumb_image 11 non-null object
20 remote_resource 6 non-null object
pd 21 received_timestamp 18 non-null floatés
22 send_timestamp 18 non-null inté4
// import the pyplot module from matplotlib for plotting IMPORT pyplot 23 receipt :;m‘ch timestamp 18 non-null floatés
Aspu 24 receipt_device_timestamp 18 non-null floatéd
- 25 read_device_timestamp 6 non-null floatés
1/ Load data from a CSV file into a DataFrame READ CSV file il /e i e oo
'c:\python\Lib\site.r | g ‘._ d. ‘-:O\DCI g 1o'csv' |NT°Q! 28 recipient_count 18 non-null inté4
29 participant_hash 0 non-null floatés
1/ Print descriptive statistics of the DataFrame to the console PRINT ;‘: :LZ::Z‘,’,«W, o ‘:;‘::::::\ 'h“‘t’z:"'
descriptive statistics OF df 32 mentioned_jids 0 non-null floatss
33 multicast_id 0 non-null floatés
// Define a function named csv that currently does nothing FUNCTION 34 edit_version 18 non-null inté4
35 media_enc_hash 2 non-null object
csv RETURN NO"QEND| 36 payment_transaction_id 0 non-null floatés
37 forwarded 18 non-null inté4
Fig. 3 Pseudocode of reading the dataset files 8 ipneviaw.type A8; inonsnull Anted
39 send_count 6 non-null floatéds
types: floaté64(16), inté4(14), object(10)
. emory usage: 5.8+ KB
The parameters obtained from the results were the range @
index, data column, non-null count, and data type (see Fig. 4a Siats “Pandesiewreitrens Uaterrene’s
. . RangeIndex: 11 entries, © to 10
and Fig. 4b). The range index parameter represents the bata columns Ctotal 40 columns):

. . . # Column Non-Null Count Otype
number of rows, which indicates the total number of chat 2e s Susssissscnsy geiss
interactions. As observed, we can quickly interpret that 19 3 kevessmstetia 33 nen MoV ghject
chat interactions occurred in D1, while 11 chat interactions 3 Ik TaGeRROIY  Ebyeer
occurred in D2. il it rigii et

The data column parameter refers to the number of attributes. o ‘eazeiurs 2 pamenoth, abaset
This helps analysts identify the WhatsApp version and the 50 meilaine tyoes 31 momniil  antes
. . 11 media_size 11 non-null floaté4
number of attributes. Based on the results of this study, D1 and 12 media_nome 2 non-mull  object
. . 13 media_caption 2 non-null object
D2 used the same WhatsApp version, as given by the same 36 pestenew Zwonwl  obdess
number of attributes (i.e., 40) and the same attribute names. 38 origin Meen-mAl  gated
18 tongitude A
3) Data reduction: In this study, data cleaning involved 39, ‘thumn gmese) 7 inon-pint shect,
filtering the WhatsApp attributes by identifying null and non- S Dttt T i1 Ghi  heess
null values in the datasets. The non-null count parameter 3¢ recelipt device tinestemy 11 nommoll  fneed
. . . . 25 read_device_timestamp 6 non-null floatés
indicates the number of rows with values for a specific 26 ployed_device_timestomp 1 non-null  flootsd
. . . . . 27 raw_data 0 non-null floatés
attribute. Zero non-null indicates an attribute with no value, 28 recipient_count 10 non-null  floates
. . . . 29 participant_hash 0 non-null floatés
meaning no interaction occurs for the attribute. From the 3 everred S ven JlL,  fleated
results, for example, both datasets showed ‘0 non-null’ for 32 mentioned_jids Slositinll  cfiasees
‘payment transaction id’, which indicated that the users did et e loinenL | e
not use or activate the WhatsApp payment feature. Therefore, 5f dppvmant SeansAceIoniel [miemnny  Reets
a data summary helps analysts understand attributes with el s Y aae
many, average, few, and no interactions. e ae e sl e o2 ERNSS
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Fig. 4 Results of read data from (a) D1 and (b) D2



The data type parameter refers to the data type of the
attribute. There are three types of data: int64, float64, and
object. Int64 and float64 represent attributes with numeric
values, whereas other data types (e.g., text) are represented by
objects. For non-graphical EDA, numeric values are
examined using statistical analysis.

Some attributes may be removed if they do not provide a
value or are insignificant for analysis. From the result, the
following attributes were removed from DI and D2:
‘played device timestamp’, ‘raw_data’, ‘participant hash’,
‘starred’, ‘mentioned _jids’, ‘multicast_id’, and
‘payment_transaction id’. Inaddition, ‘remote resource’ was
removed from D2. Since there was no data available for these
attributes, there was no need for forensic analysis.

4) Data wrangling: While some attributes are excluded,
others may contain challenging data to understand. Some data
may have data entry errors, and some may need data type
conversion. In this study, we modified two attributes in the
original data: ‘timestamp’ and ‘key remote jid’.

We adjusted the ‘timestamp’ attribute to convert from
epoch time to human-readable date and time formats.
Improving the timestamp representation is essential to
enhance the tool's usability, providing a more accessible and
user-friendly experience for forensic investigators and
analysts.

» START
STEP 1 = Convert timestamp from milliseconds to seconds
e IF timestamp is in milliseconds:
Go to = Convert timestamp by dividing it by 1000
STEP 2 = Convert timestamp to datetime
« IF timestamp is not already in datetime format:
Go to = Convert timestamp to datetime format
STEP 3 ~ Format datetime to "YYYY-MM-DD HH:MM"
e IF datetime conversion is sn((en(ul:l

Go to = Return formatted datetime

Go to = Show error message "Datetime conversion failed™
STEP 4 = Read the CSV file
IF file is read successfully:
Go to = Proceed to next step
e ELSE:

Go to = CATCH Empty Data Error and show error message "The selected file is
empty or not a valid CSV file.”

Go to = CATCH Parzer Error and show error message "Error parsing the CSV file.
Please check if it's a valid CSV format.”

STEP § = Convert the "timestamp' column to datetime format

« IF timestamp column exists:
Go to = Apply convert timestamp function to each value in timestamp column
STEP 6 = Split timestamp into separate date and time columns

« IFt conversion is

Go to = Convert timestamp to datetime and split into Date and Time columns
e ELSE:
Go to = Show error mes:age "Timestamp conversion failed™
STEP 7 =+ Return the updated Data Frame with Date and Time columns
« IF all previous steps are successful:

Go to = Return updated Data Frame

Go to = Show error message "Data Frame update failed”
END

Fig. 5 Pseudocode of ‘timestamp’ attribute conversion
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The ‘key_remote jid’ attribute contained both text data and
contact numbers. It was cleaned by extracting the original data
and removing unnecessary text to isolate the contact numbers
(see Fig. 6).

key_remote._jid key_remote_jid

0
t 0
status@broadcast 0
status@broadcast 0
status@broadcast 0
status@broadcast —) 0
e conversion 16505434800
16505434800@s.whatsapp.net 16505434800
16505434800@s.whatsapp.net 16505434800
16505434800@s.whatsapp.net 19195790479
19195790479@s.whatsapp.net 19195790479
19195700470@s.whatsapp.net 19195790479
Original data Contact numbers

Fig. 6 Conversion of ‘key_remote_jid’ attribute

5) Forensic visualization: WhatsApp attributes are
classified into four information visualization data types:
relational, text, geospatial, and sequential (see Table 3). We
classified them based on the results from data preprocessing
and our observation of the message tables.

TABLE III
CLASSIFICATION OF WHATSAPP ATTRIBUTES IN INFORMATION
VISUALIZATION

Data Relational Text Geospatial ~ Sequential

type

List of status, data Latitude, received

attributes  broadcast, media_name longitude time

from forwarded, media_hash stamp,

messages  send_count, media_enc_hash send_

table key remote_source time
from_me, media_url stamp,
needs_ media_mime_type receipt_
push, origin, media_caption server
media_ key remote time
duration, jid stamp,
media_ text_data receipt_
size, device
media_wa_type, time
key id, stamp,
Edit_ read_
version, device
quoted time
raw_id, stamp,
recipient time
count, stamp
message_
type

Four forensic analysis simulation scenarios, each with sub-
scenarios, were designed. The forensic analysis scenarios
comprised four scenarios: sequencing (timeline), linkage
(interaction), origination (evaluation of source), and
attribution (who was responsible). The simulations aimed to
test whether the visualization models utilized could visualize
the chat data based on the forensic analysis scenario. The
simulations were conducted in a controlled experiment
environment. Fig. 7 presents the flowchart of the forensic
analysis simulation.
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Fig. 7 Flowchart of forensic analysis simulations

The simulation started with preparing a proof-of-concept
prototype developed on the Python platform. Using the
cleaned datasets, we tested each sub-scenario with the
identified visualization model. We chose visualization models
based on graphical EDA consisting of univariate and
multivariate techniques [7]. We also adopted other
visualization models, such as word clouds, geospatial maps,
and data tables, from related previous works.

If none of the cases in a particular sub-scenario yielded
complete and accurate visualization, we needed to explore
additional visualization models and incorporate any new
findings into our list. Therefore, it was essential for at least
one visualization model to generate a complete and accurate
output for each sub-scenario to meet the requirements for
forensic analysis and visualization.

6) Validation: We conducted expert reviews with the
aim of reviewing the test plan and getting feedback on the
proposed framework. Semi-structured interview questions
were adopted from a study [22] that demonstrated a

knowledge-assisted visualization system for malware analysis.

The questions were designed to focus on the framework's
effectiveness and usability.

Four industry practitioners of digital forensics from
government agencies in Malaysia were invited to participate.
Three of them have 5 to 10 years of experience in the forensic
analysis field, while one has 3 to 5 years of experience (see
Table 5).

TABLE V
SUMMARY OF EXPERT REVIEW PARTICIPANTS

Participant  Position Years of experience
P1 Senior forensic analyst 5 to 10 years

P2 Senior forensic analyst 5 to 10 years

P3 Senior forensic analyst 5 to 10 years

P4 Junior forensic analyst 3 to 5 years

Initially, we provided an overview of the prototypes, such
as their features and workflow. Next, each participant walked
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through every simulation scenario result and was interviewed
to provide feedback. The interview sessions lasted 90 minutes.
The researchers documented the feedback on the paper.

C. Evaluation metrics

Two metrics were used in this study, which were
completeness and accuracy. Completeness refers to the
proportion of evidence artifacts present in the forensic image
that were identified and reported using the proposed
framework [23]. For the completeness metric, three
qualitative parameter values were used as follows:

The value ‘full’ was considered when all data from the
attributes can be visualized,

‘Partial’ referred to partially visualized data, and,

‘Not available’ referred to no visualized data.

Accuracy refers to the proportion of the analysis result
from the proposed framework that was correct [23]. For the
accuracy metric, two qualitative parameter values were used,
namely: (1) as expected (i.e., accurate) and (2) not as expected
(i.e., not accurate).

In this study, we presented the results in qualitative, as
consistent with widely recognized guidelines, such as
Computer Forensic Tool Testing from the National Institute of
Standards and Technology (NIST) [24] and the Scientific
Working Group on Digital Evidence (SWGDE) [25], as well as
guidelines from previous studies in forensic analysis [26], [27].

III. RESULTS AND DISCUSSION

This section presents the results of the statistical summary
of WhatsApp chat data, scenario simulations, and expert
review. Subsequently, we discuss this study's contributions
from theoretical, application, and cyber law perspectives.

A. Forensic analysis scenario simulations of WhatsApp chats

Samples from each forensic scenario were included to
present the results. The results are presented based on the
forensic analysis scenarios of linkage, origination, attribution,
and sequencing.



1) Linkage:

Linkage in WhatsApp forensic analysis involves the
interaction between a WhatsApp user or owner and other
contacts. We attempted to visualize the interaction of
incoming and outgoing chats, text messages, shared media,
and shared location. A histogram, a bar chart, and a pie chart
were applied to visualize the case scenarios for univariate
attributes. Table 6 and Table 7 present our findings.

WhatsApp phone numbers are the key to linking chat
activities with the owner. The ‘key remote jid’ attribute was
used to identify WhatsApp phone numbers and the total count
of interactions. Identifying incoming and outgoing chats can
be undertaken by visualizing the ‘key from me’ attribute.
Color-coded visualization was applied to distinguish between
incoming and outgoing chat interactions. Our observation
showed that the pie chart, bar chart, and histogram can
entirely and accurately visualize both attributes. Using pie
charts, bar charts, and histograms to highlight the data
distribution can help forensic analysts simplify and
understand the frequency of events.

A word cloud model was applied to visualize and explore
the text data type. Three attributes, namely ‘data’,
‘media_name’, and ‘media_url’, were used to test the model.
The ‘data’ attribute provided a word cloud that showed the
most frequently used words in the chat. The ‘media_name’
attribute showed a word cloud of the names of the media that
were sent or received in the chat. The ‘media url’ attribute
displayed a word cloud of the URL links of the shared media.

Our observation showed that all attributes were complete and
accurate for both datasets.

Media sharing is a crucial feature frequently used by
WhatsApp users. Examining shared media is another scenario
for forensic analysts to explore to understand the pattern or
identify the presence of investigated press as evidence of
interest. Up to the time of this research, WhatsApp can
support media sharing in various formats, such as audio, video,
location, documents, and contact data. We examined the
‘media_wa_type’ attribute to visualize the shared media types.
The result showed that the pie chart and bar chart met the
accuracy and completeness evaluations. However, the
histogram was incomplete and inaccurate due to the absence
of data points; therefore, a histogram does not seem suitable.

The ‘media duration’ attribute can be used to examine the
duration of shared media in audio and video formats. Its data
are distributed based on the duration range (in seconds). This
study's pie chart accurately and completely visualized the
shared media durations for D1 and D2. However, the bar chart
for both datasets was incomplete and inaccurate. On the other
hand, while the histogram was also incomplete and inaccurate
for D1, it was complete and accurate for D2. Therefore, the
pie chart was the only model with consistent results for both
datasets.

Geospatial data is another interesting piece of evidence
found in WhatsApp chat data. It includes shared and live
location data. We used the geospatial map to visualize the
location map using ‘latitude’ and ‘longitude’ attributes.
Accurate and complete geospatial maps were observed for
both D1 and D2.

TABLE VI
RESULT OF LINKAGE
Type of data / A test case of forensic Case Visualization Completeness (Full, Accuracy (As
Attribute visualization no. model partial, N/A) expected, not as
expected)
Relational / To display incoming and Al.l Pie chart D1, D2: Full D1, D2: As expected
key_remote_jid outgoing contact numbers
To display incoming and Al2 Bar chart D1, D2: Full D1, D2: As expected
outgoing contact numbers
To display incoming and Al3 Histogram D2, D1: full D1, D2: As expected
outgoing contact numbers
Relational / To display total number of Al4 Pie chart D1, D2: Full D1, D2: As expected
key_ from_me incoming and outgoing chats
To display total number of A.lS5 Bar chart D1, D2: Full D1, D2: As expected
incoming and outgoing chats
To display total number of A.l.6 Histogram D1, D2: Full D1, D2: As expected
incoming and outgoing chats
Text / data To display frequent words in A22 Word cloud D1, D2: Full D1, D2: As expected
chats
Text / media_name To display media name sent or A29 Word cloud D1, D2: Full D1, D2: As expected
received by user
Text / media_url To display links of text A25 Word cloud D1, D2: Full D1, D2: As expected
communication
Relational / To display shred media type A3.1 Pie chart D1, D2: Full D1, D2: As expected
media_wa_type To display shred media type A32 Bar chart D1, D2: Full D1, D2: As expected
To display shred media type A33 Histogram D1, D2: N/A D1, D2: Not as
expected
Relational / To display duration of media A4.4 Pie chart D1, D2: Full D1, D2: As expected
media_duration To display duration of media A4S Bar chart D1, D2: N/A D1, D2: Not as
expected
to display duration of media A4.6 Histogram D1: N/A D2: Full D1: Not as expected;
D2: As expected
Geo-spatial / latitude to display Google map of user’s AS5.1 Geospatial map D1, D2: Full D1, D2: As expected

and longitude

location
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TABLE VII
'VISUALIZATION RESULTS OF LINKAGE

Full & Accurate

Pie Chart of Frequency Contacts
16505434800

BN 1919579047¢
N 0:6
mm 1650543480(

19195790479

All

Bar Chart of Frequency Contacts

mm Contacts 1: 0 (Count: 6)
8. mmm Contacts 2: 16505434800 (Count: 3)
M Contacts 3: 19195790479 (Count: 9)

Count

-0.5 0.0 0.5 1.0 15 2.0 25
Contacts Numbers
A.l2

Histogram of Frequency Contacts

mm Contact1: 0
mmm Contact 2: 16505434800
Em Contact 3: 19195790479
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Word Cloud of Message Content

switche

A22
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Word Cloud of Link of Transmitted File

A25

Word Cloud of Transmitted Media Name

A29

Pie %?urrgeg‘f’agggrgd Media Type: 18

Media Type er Message

Live Location
Image Message: 7
Text Message: 6
Live Location: 2
Document Message: 1
Sticker Message: 1
Geo Location: 1
= Image Message
mm Text Message

mmm Live Location

= Document Message
B Sticker Message
mmm Geo Location

Text Message

Image Message

A3l

Bar Chart of Shared Media Type

Image Message
Text Message
Live Location
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Geo Location
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w
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Shared Media Type
A32

Pie Chart of Media Duration (Seconds)

Media Duration (Seconds)
. 0.0
mmm 0.03
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, Geo Location 2) Origination and attribution:
.. This study combined the forensic scenarios of origination
3 and attribution since both are similar. These scenarios
v . . . .
involved understanding the source of the interaction and who
handled the communication actions. Table 8 and Table 9
summarize the results for both scenarios. Multivariate
' analysis was applied for the scenarios, allowing interactions
between two or more variables. In addition, a scatter plot was

& & & & & employed due to its capability to explore more than two
h £ & & variables.
A33(D1)
TABLE VIII

RESULT OF ORIGINATION AND ATTRIBUTION SCENARIOS

A test case of forensic

Complete-ness Accu-racy (As

Type of data / Attribute  visualization Case  Visualization (Full, partial, expected, not as
no. model
N/A) expected)

Relational / To display specific contact numbers  B.1.2  Bar chart D1: Full D1: As expected;
key from me and and related chats D2: Partial D2: Not as expected
key remote jid To display specific contact numbers  B.1.3  Histogram D1, D2: N/A D1, D2: Not as

and related chats expected

To display specific contact numbers  B.1.4  Scatter plot D1, D2: Full D1, D2: As expected

and related chats
Relational / To display shared media pattern of B.2.2  Bar chart D1, D2: Full D1, D2: Not as
media wa_type and ‘media_duration’ and expected
media_duration ‘media_wa_type’

To display shared media pattern of B.2.4  Scatter D1, D2: Full D1, D2: As expected

‘media_duration’ and
‘media_wa_type’
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TABLE IX

'VISUALIZATION RESULTS OF ORIGINATION AND ATTRIBUTION

Full and As expected
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The attributes 'key from me' and 'key remote jid' were
employed to visualize WhatsApp contact numbers and their
incoming or outgoing category. ‘key from me’ was
designated as '0' for incoming chats and 'l' for outgoing chats.
These attributes provide valuable insights into user
communication patterns. Our analysis revealed that the scatter
plot (Case B.1.4) effectively presented the contact numbers
and the chat categories as '0' or 'l'. This visualization is
valuable for analysts’ observing patterns in incoming and
outgoing chats associated with specific contact numbers.

Another test was the visualization of shared media and
media duration. Similarly, the scatter plot was able to provide
meaningful results. In Case B.2.4, we can quickly identify
three shared media with durations: two live locations and one
video. A data table with the scatter plot was included to
provide further information, with color codes and labels
distinguishing each media type. On the other hand, the bar
chart and histogram could not provide comprehensive
visualizations of the two attributes. This scenario
demonstrates that while the models can display complete data,
they may need to be more accurate for analysis. It highlights
the need to evaluate visualization models carefully to ensure
meaningful data analysis.

3) Sequencing:
Sequencing presents the visualization of timeline

interactions. This study focused on analyzing the timeline
patterns of chat communications and shared media. The



sequencing involved multivariate analysis, including the
‘timestamp’ attribute with other attributes to display patterns.
Table 10 and Table 11 present the results. We tested the
visualization  timelines of  ‘key remote jid® and
‘key from me’ attributes to identify the patterns in contact
numbers and incoming and outgoing chats in D1 and D2. The
findings indicated that neither attribute in the datasets was
accurate or complete.

Cases C.2.3-C.2.8 examined the timeline patterns of
shared media, which involved ‘timestamp’ and
‘media_wa type’ attributes. Each case presented a specific
media type (e.g., text, image, geolocation, live location,
sticker message, and document). All cases were accurately
depicted in the timeline graphs and met the expected outcome,
except for the null value of documents and sticker messages
in D2. We used the “_id’ attribute (i.e., the sequence number

of the record) to label each interaction. Additionally, a table
was included to provide key metadata for the chat artifacts.

Our findings showed that the scatter plot helped examine
an event distribution over time, identifying important activity
patterns by referring to the label ¢ id’ in the message table.
Additionally, other metadata were displayed in the table.
These include ‘key from me’, which indicated whether the
communication was incoming or outgoing, and
‘key remote jid’, which displayed the WhatsApp phone
number, message status (e.g., ‘0’ for received, ‘13’ for
messages opened by the recipient), date, and time. Another
important piece of metadata for cyber investigations is the
‘status’ attribute because it is important to determine if the
recipient received and viewed a media.

TABLE X
RESULT OF SEQUENCING SCENARIO
A test case of forensic . o Accuracy (As
T ¢ / Attri visualization Case  Visualization Completeness expecte dy l(Vot as
ype of data/ Attribute no. model (Full, partial, N/A) ~ SXPectets
expected)
Sequential / Timestamp To display timeline of contact C.1.1  Timeline graph D1, D2: N/A D1, D2: Not as
(key_remote_jid) numbers from local device expected
Sequential / Timestamp To display timeline of C.1.2  Timeline graph D1, D2: N/A D1, D2: Not as
(key_from_me) incoming and outgoing chats expected
from local device
Specific shared media To display text messages sent C.23  Timeline graph D1, D2: Full D1, D2: As
(Text) from local device with scatter plot expected
Specific shared media - To display image messages C.24  Timeline graph D1, D2: Full D1, D2: As
Image sent from local device with scatter plot expected
Specific shared media To display geo-locations sent C.2.5 Timeline graph D1, D2: Full D1, D2: As
(Geolocation) from local device with scatter plot expected
Specific shared media To display live locations sent C.2.6  Timeline graph D1, D2: Full D1, D2: As
(Live location) from local device with scatter plot expected
Specific shared media To display documents sent C.2.7  Timeline graph D1: Full D1: As expected
(Document) from local device with scatter plot
Specific shared media To display sticker messages C.2.8  Timeline graph D1: Full D1: As expected
(Sticker message) sent from local device with scatter plot
TABLE X1 Timeline of Media Type Image Media
VISUALIZATION RESULTS OF SEQUENCING o image wedi ki
= Tlmfllna of MﬁedlaﬁTVyPeiText Message Receiver (14
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]
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2010275 032090 Yy o200z oRs2
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0TI TEACH et 08340 2 0 nan 0 1 2017-02-15 03:20.00 2017-02-15 03:20.00
= 4 0 nan 0 1 2017-02-15 03:20:00 20170215 03:20:00
Timestamp 5 ] 0 1 20170215 03:20:00  2017-02-15 03:20:00
o ey romme Neyremoeja | s medavaup  Gmesamp | Oae | Tme ; 0 = 0 | mresumse oves  omw
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Our proposed framework supported the forensic analysis
scenarios by including the following features:

e Incoming and outgoing chats: Analyzing both sent and
received messages.

« Sender identification: Displaying the contact numbers
of senders to trace the origin of the communication.

o Communication timeline: Visualizing the timeline of
communications to understand the sequence and timing
of events.

e Media state: Displaying the current state of the media
(e.g., size, duration, received and read status).
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Fig 11 Forensic visualization model

With the exploration of data and the visualization of the
evidence of interest, we finalized the following forensic
visualization models of instant messaging mobile applications
for the proposed framework, using WhatsApp as a case study
(see Fig. 11). The finalized visualization model consistently
produced complete and accurate outputs for each sub-scenario.
It enables the visualization needs for forensic analysis to be
met, ensuring that at least one visualization model for each
sub-scenario provides the required complete and accurate
output. By fulfilling this criterion, the visualization model
could be reliably used in forensic contexts involving similar
data types where accuracy and completeness are needed.

B. Expert Review

All participants’ statements presented in this section were
translated from Malay to English by the authors. The
interview result is as follows:

e Are forensic analysis scenarios (i.e., linkage,
origination, attribution, and sequencing)
understandable? All participants unanimously agreed
that the forensic analysis scenarios are comprehensive.

e Are the scenarios of forensic analysis relevant in real-
world investigations? P1-P4 acknowledged that the
four forensic analysis scenarios are related to
WhatsApp forensic analysis. P1 and P2 added that
timeline analysis is the core method in forensic analysis.
Usually, investigation officers (IOs) provide a timeline
of the occurrence of cybercrime for further analysis of
digital evidence. Using a WhatsApp information leak
case, P2 explained that the forensic analyst compared
the timestamps between when the media was supposed
to be legally viewed and when the media was leaked.
The difference in the time was used as an evidence clue.

e Are the scenarios of forensic analysis sufficient for
real-world investigations? P1-P4 agreed that the
scenarios will suffice for real-world investigations.

e Are the evaluation metrics (completeness and accuracy)
relevant to industry practitioners (to evaluate tools
effectiveness)? All four participants stated that
completeness and accuracy metrics are relevant in
industry practices for evaluating digital forensic tools.
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Furthermore, according to P2 and P3, accuracy is
important because the presented data must be correct.

e Are visualization techniques helpful for forensic
analysts? P1-P4 agreed on the helpfulness of the
visualizations. P1 and P2 raised the point that not all
attributes require visualization; for example, hash
values visualized using a word cloud can be perplexing.

Additionally, P3 and P4 recommended that
visualizations should be simple, straightforward, and
uncomplicated.

e Do you have suggestions to improve the test plan? P3
and P4 suggested that including legends in visualization
can improve interpretation precision. PI1-P4
recommended user testing to identify the extent to
which the proposed framework can support
investigations.

C. Research Contributions

This work examined the application of graphical and non-
graphical exploratory data analyses in interdisciplinary
research areas. The involved areas were data science,
information visualization, and digital forensics. We discussed
the findings of this study from the viewpoints of data science
theory, the application of the framework in forensic
visualization, and cyber laws.

1) Theoretical:

This study proposed a forensic analysis and visualization
framework using the EDA approach. Our findings showed
that the EDA approach aligns with forensic analysis, which
needs to describe investigation clues by analyzing trends and
data relationships. From data pre-processing, investigators
can gain an initial review of evidence artifacts through
statistical summary and data profiling. The data reduction
process is in line with the feedback from the experts,
indicating that not all attributes need to be examined in
cybercrime investigations involving communication apps.
Data reduction is another key point to be highlighted in digital
forensic investigations, as many studies, such as those on
smart city forensics [28] and those reviewing IoT forensics
[29], pointed out the importance of reducing irrelevant data
from those to be examined and stored. Furthermore, this can
help to address forensic backlog issues.

A key challenge in analyzing mobile communication
application data is that it involves several types of data.
Attributes from WhatsApp chat data can be categorized into
data types to be adopted for information visualization. This
study included forensic visualization models based on the data
type. Each data type was mapped into potential visualization
models adopted from graphical univariate and multivariate
EDA. We found that the classification of data types via
univariate and multivariate techniques was useful to identify
visualization models quickly. This is similar to studies in
different fields that applied data visualization to define
visualization models using univariate and multivariate
techniques, for example, visualization using healthcare data
[30] and network data [31]. Graphically EDA is a more
natural method than classic descriptive statistics when dealing
with non-statistical tables, such as WhatsApp chat data.
Furthermore, by leveraging the power of visualization,
intricate relationships within the data become readily apparent,



facilitating more informed decision-making and enhancing
the efficiency of investigative processes. As reported by
studies on big data forensics, visualization is a powerful tool
to enhance security and forensic analysis [32], [33].

2)

process:

Application of framework in forensic analysis

In this study, we simulated case scenarios using various
data visualization models to examine the models’
completeness and accuracy. We found that some WhatsApp
data attributes were accurate and aligned with our
expectations, confirming the utility of the proposed
framework. Our findings presented that the proposed
visualization model can present complete and accurate visuals
by at least one visualization model for each simulation case
scenario. The results validate that the proposed framework
can achieve accuracy and completeness in representing
artifacts successfully. Completeness and accuracy have been
applied in forensic visualization studies to show forensically
sound validation, such as those on malware dataset analysis
[34], log files analysis [34], and automated forensic analysis
(e.g., Android app analysis) [35].

Correlation of metadata is a critical activity that needs
further examination from analysts. This study attempted to
examine the use of statistical correlation. We found that media
size and media duration were positively correlated. Previous
research studies have established that media duration, size,
and type are key metadata in multimedia forensics. For
example, these metadata help detect deepfake media
[36]Related forensic analysis scenarios include detecting
malware incidents, where media type and size can help
determine a malware file. Similarly, in multimedia forensics,
media duration and size can be indicators of file authenticity.

When developing automated forensic analysis tools, it is
crucial to consider the specific requirements of forensic
investigators. Our test plan was designed based on forensic
analysis scenarios: linkage, attribution, origination, and
sequencing. Findings from the expert review confirmed that
the scenarios are sufficient for forensic analysis.

3) Cyber laws and evidence presentation:
Forensic investigations should adhere to cyber laws and
other related crime laws. In Malaysia, for example, the
Communications and Multimedia Act (CMA) 1998[37]
regulates the use of communications and multimedia,
including the Internet and mobile applications. Section 233
addresses explicitly offensive content, stating that anyone
who makes, creates, or initiates the transmission of any
offensive content using any application service is considered
to have committed an offense. When investigating such
incidents, it is vital to consider the following:
 Identification: Tracing the origin of the offensive
content to the specific sender.
Timeline: Establishing when the content was sent and
received to understand the sequence of events and
communication.
Read status: Verifying whether the recipient read the
content, which can provide insights into the intent and
impact of the communication.
Our findings demonstrated the visualization of incoming and
outgoing chats and displayed the senders’ contact numbers,
the communication timeline, and the media’s current state.
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The framework, therefore, can facilitate investigations to
examine clues for cyber law enforcement.

Visual representation (e.g., multimedia presentation) is one
way to communicate evidence and crime scene information in
court proceedings. To be admissible in a court of law, digital
evidence must be appropriately presented and validated using
forensically sound methods. As highlighted in [38], it is
essential to ensure digital evidence is authentic, accurate,
complete, and convincing during the gathering and analysis
processes to ensure admissibility. In this study, we designed
the test plan based on widely recognized guidelines (i.e.,
SWGDE and NIST). The validation was undertaken in a
controlled simulation set, and further validation was
conducted via digital forensic expert review. This further
indicates that the forensic visualization generated from the
framework can support evidence presentation in a court of law.

IV. CONCLUSION

In this study, we proposed a forensic analysis and
visualization framework using exploratory data analysis. The
framework leverages the advantages of data science and
forensic analysis to explore digital evidence and extract
artifacts, which can facilitate cyber investigations. The
proposed framework's evaluation was demonstrated using
WhatsApp chat data as a case study through forensic analysis
simulations. The simulation test plan involved linkage,
origination, attribution, and sequencing scenarios to examine
the visualization models’ completeness and accuracy in
facilitating forensic analysis activities. Subsequently,
interviews were conducted with digital forensic experts to
validate the proposed framework further.

We identified limitations to this study, which are the
dataset variety and the limited interactive feature of the tool.
The following are the future research directions based on the
present study:

o Validation and assessment of the framework with
various communication apps (e.g., WeChat, Telegram)
datasets.

Conduct user acceptance testing with samples of real-
world forensic investigative questions involving
communication apps.

Obtain more reviews with experts from other fields,
such as data science and law enforcement, to guarantee
compliance with regulatory requirements and industry
standards.

Develop the proposed tool with a more advanced and
interactive visualization graphical user interface.
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