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Abstract— Cloud computing is a burgeoning and revolutionary technology that has changed how data are stored and computed in the cloud.
This technology incorporates many elements into an innovative architecture. Among them are autonomic computing, grid computing, and
utility computing. Moreover, the rapid storage of data in the clouds has an impact on the security level of organizations. The chief challenge
of cloud computing is how to build a secured cloud storage. The reason for this difficulty is that before data transfer, data are usually
encrypted in order to achieve a high utilization. Another real challenging task of cloud computing is how to apply a search over encrypted
data. As many techniques support only exact keyword matches, we propose a model to search over encrypted data that are written in Arabic.
If an exact keyword match fails, our model will approximate the file as a secondary result. Our model will also use a fuzzy keyword search
to enhance system usability by obtaining matching result whenever users input exact matches or the closest possible matches based on
keywords. To the best of our knowledge, our model is considered to be the first research work that applies fuzzy search over Arabic encrypted
data.
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unauthorized entities. Also, sensitive data must be encrypted
I.  INTRODUCTION prior to outsourcing to ensure privacy and combating access

Cloud computing is a new method of technology that tsounahu_thorized informati%n.d[IS] is th | q
supports the vision of computing as a utility. [12] It helps >earching over: _encry_pteh a:a ('js the mc_)st poputar ?.?]
provide a fast, efficient, convenient and reliable aggregation mtgre_stmg tec nique 1n t € clou computing sygtem. €
of computing resources to a centralized network. [13] main idea about this concept is that before transferring date} to

A summary of cloud computing advantage includes fewer cloud servers, they need to be encrypted to ensuring

risks of cyber hacking, on-demand self-service, the ubiquity ma;]qr_num qutehctlonk of |mfportf?r]t| n:jformgtlon. Besu_:iesd,
of network access, location independent resource pooling, fechnigues which make Lse of multiple domains are require

rapid resource elasticity, and affordability based on usage to design an effective search system over encrypted data [16].

pricing.[13,14] Moreover, cloud computing can assist users to 'thth's Aﬂfggr’ WZ Ipr_cr)ﬁ_ose ac? | Arabl_(cj Fuz_zy Sea;ch
avoid large capital outlays in deployment and management of ¢ emg( ) model. This model provi es privacy, thus
both hardware and software. As cloud computing can be preserving !<eywords over enc_rypted Arabic data file. The
protected with the right tools and expertise, sensitive main objective of AFSS model is to allow users to use Arabic
information is centralized in the cloud. Such information fuzzy search over encrypted data and to enhance system

includes email, government documents, personal health usability. The rest of this paper is organized as follows:

records, private photos and videos, and company finance Section 1l focuses on the related work concerning cloud

information. With this technology, users can store their data computing. _Sec_tlon Il explores the probl(_em statement.
in the cloud as far as data owners and cloud servers are in Section IV highlights the proposed model. Section V indicates

different trusted domain. However, if they are on the same the mathematical model design. The last section, Section V1,

network, there may be such a security breach that cloud concludes the paper.
servers can be hacked, thus leaking classified data to
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Il. RELATED WORK

The word search over encrypted data was first proposed by
Song et al. [3]. It helps users to obtain practical solutions on
how to search problems and protect untrusted servers. Public
key encryption with keyword search (PEKS) [5] was first
proposed by Boneh in 2004. Since then, a keyword search
problem has been divided into two parts: public model and
private model. Many researchers have focused on cloud
cryptography, especially on efficiency improvements and
security definition [1,2,6].

One of the academic scholars is Goh [4]. He suggested how
to improve the search of information on data files using
indexes. Like Goh [4], Change et al. [7] and Curtmola et al.
[8] proposed how to use a single encrypted hash table index
to search for data. Their approach employs a codified and
unique identifier for each data file containing the
corresponding keywords. However, this method is not
beneficial in cloud computing as the encrypted set of file
identifiers only recognizes keywords. A better method is
fuzzy search, and it helps users to find information effectively
using string matching. Fuzzy search works using a formulated
approach where n is the number of encoded data files (c= {f1,
2, f3,....fn}) transferred to and stored in the cloud server, w
is the set of a particular keyword (W={wl1, w2, w3,...wn}), d
is the predefined edit distance, and (w, k) is the searching
input. For instance, by assuming k<d, the system searches
data files and display the keywords with the word w.

In real-life scenarios, the value of d can be different from a
particular keyword, and if the matching is not successful,
{FIDwi} will be returned and ed (w,wi)<min{k,d} will be
satisfied.

To determine the level of firmness of the tow strings, a
reliable method is to use the edit distance [10]. For instance,
to complete the edit distance against a large dictionary, two
words wl and w2 are assumed. The number of processes
required to change them from one form to another is the edit
distance between wl and w2, and the three primitive
operations are substitution, deletion, and insertion.

I11. PROBLEM STATEMENT

Figure 1 shows an encrypted cloud data hosting service
involving three base units. The data owner has a collection of
data file written in Arabic F= {f1, f2, ....... fn}. The user can
also store the information on a cloud server in an encrypted
form using standard symmetric algorithms such as AES.
Another requirement is to ensure that it can search through the
server. To obtain effective data utilization, the data owner
needs to first build the searchable index before outsourcing.
The particular keywords w={w1, w2,....... ,wn}are identified
from the collection of files F and stored in an encrypted form
on the cloud sever. We assume that full authorization between
the user and the cloud sever has been done if the authorized
person wants to retrieve any vital information on the system.
This authorization includes the encoded keywords or search
words of the information on the server. The cloud server
utilizes the requested keywords to search and return the
corresponding set of file to the authorized user.
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Data Owner.

Figurel.Ranked keyword search in cloud model

IV. THE PROPOSED MODEL

Our proposed model AFSS consists of three units, which
consist of many modules including data owner, data user, and

cloud storage provider (CSP) (see Fig. 2).
Data User:
Set Of Arabic word

Seach Result

Data Owner:

Arabic EXt Filtter I
Identify Keyword

(
A

\—

Figure 2: Architecture Arabic Fuzzy Search Scheme(AFSS)

The data owner has a collection of files written in Arabic
and wishes to outsource them to the cloud server in an
encrypted form with the support of secure ranked search.
After the user has inputted a particular keyword on the system,
the cloud server searches files for any words that match the
search words using the calculated relevance score. The cloud
server displays the result based on this calculated relevance
score. The file data are stored on the server after the extracted
keywords are encrypted with the CSP

V. MATHEMATICAL MODEL DESIGN: NOTATION

f denotes an Arabic file

I(fi) denotes an index for a file f whose order is i
W(fl) = Wi, Wy, ""'Wm) (1)

denotes the keywords of the file fi.

the mathematical model for Arabic Fuzzy Search Scheme is

as follows

AFSS = (F ,KE(F),IB(F), F,(w),Search(w)) )
Where
F=<fifoifu> ©))



denotes a collection of Arabic files

KE(F) = X W) (4)

It’s the total keywords for the collection of Arabic files.
©)
Is the database for the keywords and indexfor the Arabic

collection files,where I(fi) is the index of the file fi and the
w(fi) is the keywords for the file fi.

IB(F) = Xi(W (), 1(f))

F,(w) = {sub(x,ch(i).w)} (6)
where Sub(*,ch[(i).w) e KE(F) is function that gives the fuzzy
words for the keyword w by substituting the character its
position i of the wordw by * wherel = 0 ..length[w]. For
example, for the user keyword “g'=4 with preset edit distance
1, its fuzzy key words construct is as follows:

Sub(*,ch(i).¢us={*cxs, ... ,el*Uh plek elad® e¥al elad }eKE

search(w) = {f, f2, e, fn) ()

Where w € W(f;)) »n KE(F) i=1, ..., m

Considering the above mathematical model, the data owner
has a collection of files written in Arabic and wishes to
outsource these collections to the cloud server in encrypted
form before outsourcing the se collections that are responsible
for creating the keywords w(fi) for each file and encrypting
the collections and the keywords. The user writes the search
words and sends these encrypted words in the search tool to
the cloud server before waiting for the appropriate results. The
role of CPS is to receive the encrypted Arabic collection files
and the keywords sent by the data owner. Then, for each
Arabic file, the user creates the corresponding index I(fi)
using the keywords W(fi). Afterward, the collection,
keywords and the index are saved in the cloud. Whenever data
users send their search request using keywords w, CPS
receives the request and search for the w in the KE(F)if there
is an exact match. After that, the corresponding files are
retrieved and sent to the user using the index of these files;
otherwise, CPS generates the set of fuzzy keywords using the
function Fz(w)that is used to retrieve the closest possible
matching files based on keyword similarity. Finally, the CSP
decrypts files and sends these files to the user upon request.
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VI. CONCLUSION

In this paper, we introduce Arabic Fuzzy Keywords Search
Model which deal with a collection of Arabic files outsourced
in a cloud server. The model consists seven equations which
will help to solve the problems of privacy for Arabic files and
support the efficient fuzzy search of remotely stored
encrypted data in cloud computing. The future work is
concern on applying and evaluating the model
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