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Abstract— Nowadays, privacy and security have become challenges in developing web-based applications. For example, e-commerce
applications are threatened with security issues like scammers, SQL injection attacks, bots, DDOs, Server Security, and Phishing.
Although various security requirement methodologies are introduced, it has been reported that security consideration is consistently
ignored or treated as the lowest priority during the application development process. Hence, the application is being violated by various
security attacks. This paper introduces an alternative methodology to secure a web-based application through an Agent-Oriented
Modelling extension. The secure AOM starts with Context and Asset Identification. The models involved in this phase are the Goal
Model and Secure Tropos model. The second phase is the Determination of Security Objective. The model that will be used is Secure
Tropos. The third phase is Risk Analysis and Assessment. The model that will be used is Secure Tropos. The fourth phase is Risk
Treatment. In this phase, there is no model, but we use the suggestion from Secure Tropos: to eliminate risk, transfer risk, retain risk,
and reduce risk. The fifth phase is Security Requirements Definition. The models that will be used are the scenario model, interaction
model, and knowledge model. The last phase is Control Selection and Implementation. The model that will be used is the Behavior
Model. We conducted a reliability analysis to analyze the participants' understanding of Secure AOM. From the reliability test, we can
conclude that Secure AOM can become the alternative methodology, as the percentage that agrees that Secure AOM can protect users
against making errors and mistakes is 80.9%, and 71.9% agree that SAOM can help to prevent users from specifying incorrect model
elements and the relation between the model. This result means that over 50% of the participants agree that Secure AOM can be an
alternative methodology that supports security risk management.
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analyzes, and specifies the system's security requirements [9].
I. INTRODUCTION Security ~ requirements can  be classified as
Non-functional requirements because they do not have clear
criteria for specification and satisfiability [9], [10]. Although
lots of SRE have been introduced, more methodologies are
still needed to model a secure application. A study by [11]
found that no secure methodologies have been proposed. The
findings have validated the usefulness of Secure AOM, which
methodology supports security risk management. Meanwhile,
[12] found that few methodologies include security analysis
in requirement engineering, although software development
depends on the requirements engineering. P. Yeng et al. [10]
also mention that none of the methodologies that have been
entirely suitable outline all the security requirements

Priority of security in the e-commerce system is a must
because, with security, the number of users that trust the
platform can be increased [2] and lead to fewer users using
the platform. Based on [1], there are two disadvantages to the
security of e-commerce if security is not their priority. There
is a risk of losing financial information and a wrong
perception from users who want to use the system. It will
affect the users ' trust without privacy [2] and security. This is
supported by [3] study, where they study how the security and
privacy of the information can affect the user's level of trust
in the e-commerce platform.

Several methods have been introduced for Security

Requirement Engineering (SRE). There are KAOS [4] [5], actli:Vitite;. fud p donS T A fioned
STS (6. SEPP [7 4S T 81 SRE elicit or this study, we focused on Secure Tropos. As mentione
(6], [7], and Secure Tropos [8] cHens, before, Secure Tropos is one of the SREs. Based on [13], the
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author said Secure Tropos uses graphical language to analyze
the system's environment using the graphical language.
Secure Tropos is used to help developers elicit the security
requirements [14]. [12], [13].

This paper introduces an alternative methodology to secure
a web-based application through an Agent-Oriented
Modelling extension. AOM methodology uses an agent
notion in each phase [15][16]. Based on [16], AOM adopts the
agent notion in analyzing and gathering the requirements,
designing, and implementing the complex system. Agents in
this context can be represented as individuals, organizations,
or software components[17]. Based on [18], AOM helps
model a socio-technical system or application. However, the
AOM methodology does not support risk management like
SRE, where there are processes to elicit and analyze security
requirements in SRE. With this gap, we developed the
proposed methodology called Secure Agent-Oriented
Modelling.

Secure AOM can be an alternative methodology to
engineer a secure web application. The secure AOM
highlights the importance of security and treats security as the
first central entity in web application development. It is based
on the Information System Security Risk Management
(ISSRM) standard, which involves six phases. Based on [9],
ISSRM integrates several security standards. One of the
security standards that has been incorporated into ISSRM is
ISO/IEC Guide 73. The definition of risk in this security
standard is the combination of the probability of the risk and
the consequences of the risk [19], where this security standard
helps the developer to find the probability and the
consequences of the risk. This security standard supports the
developers in establishing, implementing, operating,
monitoring, maintaining, and improving the Information
Security Management System[19]. In [20], the author found
three principles to ensure cyber security based on ISO 27001:
the principle of confidentiality of the information, the
principle of information integrity, and the principle of
availability of information. Only authorized individuals can
access their information for the principle of confidentiality of
information. The principle of information integrity is to
process the data to determine its accuracy. The last principle
is the availability of information, which allows authorized
individuals to access their data when requested. The following
security standard is AS/NZS 4360. Based on [21] [22], the
function of this standard is a guideline within the Management
System framework. It will guide the company in proceeding
with the risk management process. Security standards are
necessary when gathering security requirements because we
must first have a security standard to establish information
security measures that can satisfy an organization's needs
[23]. The information security standard must also be defined
because it ensures that Information Technology follows local
and international rules[24].

The structure of this paper is as follows: In Section 2, we
explain more about what ISSRM is, what a risk management
process is, what SRE is, and our proposed methodology.
Section 3 shows the results of our experiment based on the
questionnaire. The result demonstrates the participants'
reliability and understanding of the modeling languages like
UML, AOM, and AOM-+Secure Tropos.
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II. MATERIAL AND METHOD

Several criteria are introduced when proposing an SRE [9].
According to [9], a good SRE can model the threat and make
the risk analysis. This is because threat modeling is an
important activity in the security requirement domain, while
risk analysis provides the details of the threat. Meanwhile, a
good SRE must also integrate security standards to support
security and risk analysis, which several security standards
have explained in Section I. The usability and performance in
requirement phases are essential to choose the best fit SRE
approach.

Based on the elaborated criteria, a secure AOM is designed.
The Secure AOM is the Requirement Engineering method
created with threat modeling and risk analysis based on
ISSRM. SAOM can help the developer support requirement
elicitation, resolve conflicts in security requirements, produce
complete security requirements, and support requirement
validation.

The introductory section elaborates that Secure AOM is
designed based on the ISSRM reference model [25]. The
ISSRM reference model helps people or organizations
manage security risks. Hence, it is sensible to transform the
Secure AOM steps based on the ISSRM security requirements
lifecycle. Because the step is based on ISSRM, Secure AOM
integrates the security standard discussed in Section I. This
will make Secure AOM support risk management like SRE.

ISSRM has some core definitions: Asset-related concepts,
Risk-related concepts, risk treatment-related concepts, and
the Security risk management process. The purpose of the
core definition is to ensure that the developer understands the
idea that has been used in ISSRM.

1) Asset-related concept: In the Asset-related concept, the
developer/modeler needs to identify the critical asset that
needs to be protected since an asset has value and is necessary
to achieve an objective. The developer/modeler must also
determine the criteria to protect the asset.

2) Risk-related concepts. This concept explains security
threats, attacks, and consequences.

3) Risk treatment-related concepts: This concept consists
of the terminology for security solutions. It covers the security
requirements and implementation.

4) Security Risk Management Process: There are 6 phases
in managing security risk as follows:

« Contexts and Assets Identification of the organization.

e The determination of the security objective of the
organization, which needs to be related to the assets that
need to be protected.

« Risk analysis and assessment: The developer/modeler
needs to identify possible security risks that can harm
the organization and estimate how the attacker
performs the security attack.

e Risk treatment will be performed after the risk
assessment. In this phase, the developer/modeler must
devise a possible solution that includes avoiding,
reducing, transferring, and retaining.

« Security Requirements Definitions can be identified and
classified as security solutions that can solve the
security attack problem.



« Control selection and implementation, in which the
countermeasure  is  implemented  within  the
organization.

Secure AOM is a hybrid methodology that combines
Secure Tropos and AOM. The reason is that Secure Tropos is
beneficial for security analysis, while AOM will go with
designing the system collected from Secure Tropos. As
Secure Tropos [26] focuses on analysis, transforming the
analysis model into the design is essential and has been
overlooked in all SRE. The Software Development Life Cycle
(SDLC) cannot be completed if there is no phase to design the
system. This is because, during the design phase, we need to
create the fundamental structure of the entire system, which
we discuss in the requirement analysis phase[27]. The
activities that will be involved in this phase include the
choosing of programming language, verifying, specifying,
and documenting the design activity.

The AOM consists of the goal model, role model,
organization model, domain model, agent and acquaintance
models, knowledge model, scenario model, interaction model,

and behavior model[17][28] said that AOM is a methodology
for complex socio-technical system development, which can
support the modeling of the complex system. The AOM goal
is high-level and suitable for non-technical people to
conceptualize the purpose of the system. It is also good in
design and supports model transformation. As a result, the
combination of secure tropos and AOM can produce a
comprehensive SRE  method for safe application
development.

Fig. 1 presents the SAOM for secure web application
engineering. The SAOM consists of 6 phases based on the
security risk management process from ISSRM. The first
three phases focus on identifying the goal of the system, the
security constraints of the system, and the attack method.
With these three pieces of information, the developer/modeler
can use them as a reference for developing a secure design.
The subsequent three phases focus on designing the system.
The developer/modeler will design the system based on three
pieces of information that they gathered before.

Context and Goal Model and
Phase 1 Asset Secure Tropos [
Identification Model
Determination of , . . 2
: Secure Tropos identify the goal, security constrain
L Secuily Model and Attack scenario
Objective E
Phase 3 Risk Analysis and Secure Tropos )
Assessment Model
look for solution
________ 2 using avoid,
Phase 4 Risk Treatment Transfer, Retain [ )
and Reduce
Security Scenario Model,
Phase 5f------- --1 requirements Interaction Model, Design the system
definition Knowledge Model
Control selection
Phase 6f-=--=-- and Behaviour Model ———
Implementation

Fig. 1 Secure AOM Methodology

SAOM has two representations: a graphical diagram and a
textual template. For the textual template, the Scenario Model
is the model that will use a table to show the scenario between
actors/agents. In the following description, the details of
SAOM are presented through a walkthrough example of
engineering a secure e-commerce system.

Phase 1: Context and Asset Identification. Fig. 2 shows the
goal model of the system. The main objective of the Goal
model is to model the problem and purpose of the system.
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Based on Fig. 2, one primary goal model is to handle the sales
and purchases. There are two subgoals: to manage buying and
to manage selling. The agent that will manage buying is the
Customer Agent, and the Seller Agent manages selling.
Customer Agent will manage their buying by Managing the
payment, Browser, and Purchase Product, the sub-goal under
managing buying. Seller manages their selling by Managing
the Product, inventory, and orders, which subverts the goal of
managing selling.



Confidentiality

Handle sales and
purchases

Availability

non
repudiation

Customer

manage buying
manage the Browser the purchase
payment product product

Seller

manage
selling

Manage the manage the manage
product inventory order

Fig. 2 Goal Model

At the primary goal, five quality goals function as non-
functional goals. There are Confidentiality, Integrity,
Availability, Authenticity, and Non-repudiation. Fig. 3
presents the Secure Tropos model for context and asset
identification. From Fig. 3, the developer studies what the e-
commerce web-based application is about. Customer and
Seller will carry out their task, which is buying and selling,
respectively. The developer decide that, to use this e-
commerce web-based application, the user needs to create an

confirm the
purchase

only if seller have
create account

only if customer
have create
account

INotification about|

Payment Purchase info

The can

make purchase
through the account

restrict
INotification about|

order

Fig. 3 Context and Asset Identification

Phase 2: Determination of Security Objective. In this
phase, the developer needs to identify the security objective.
In this case, the developer modeled the security constraint of
'only if the customer has an account' to ensure the
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manage account

account based on what role they want, for example, account
for the Customer and Seller. The developer plans to make the
account for the Customer so that the Customer is able to log
in to the account. The goal of having the login is for the
Customer to manage the account. This account creation leads
to the storage of customer info, which will become the
resource. All of this can occur only if the Customer has an
account. So, the security constraint will be Only if the
Customer has an account.

Seller info

Create account

The creation of an |
account is successful
(Sign in)

Customer info

Product info

Login Account

manage
inventory

restrig

restrict

restrict

manage order

authenticity between users and the e-commerce website, the
data's confidentiality, and the integrity of the data. Here,
privacy and integrity are modeled as security objectives, as
shown in Fig. 4.



Customer info System storage|

Create account X

& creation of)
an account is

Purchase info

Satisfied

manage system
storage

authenticity between usel
and ecommerce

Access is
granted for.
authorized User

Check User login
ame and passworg

The creation of
an account is
successful
Sign in

Seller info

manage account Login Account

restrict

Satisfied

manage order

restrict

manage
inventory

commerce activity'

website (Selling product)

confidential of,
the data

+*
integrity of
the data

Product info

Fig. 4 Security Objective Determination

Phase 3: Risk Analysis and Assessment. In this phase
(refer to Fig. 5), the developer must determine the possible
attack that will attack or harm the system. The developer
needs to consider the security objective identified in step (c).
Assume that the developer identifies that the SQL injection
can impact the security objective. In this phase, the developer
must also identify how the attacker will conduct the SQL
Inject attack. This will be called the attack method. This is
important because it can help the developer develop the
security requirement. As shown in Fig. 6, we model how the

Phase 4: Risk Treatment. The Secure AOM does not
suggest any risk treatment, but we use the ISSRM suggestion,
which is based on the four possible risk treatments: Avoiding
Risk, Transferring Risk, Retaining Risk, and Reducing Risk.
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integrity of ) |
the data

authenticity between user,
and ecommerce website

attacker conducts the SQL injection by collecting the
information from the e-commerce website page. The attacker
uses the information to obtain the username. The string type
of the data will give the attacker an advantage in conducting
the SQL injection on the Login Page. The attacker uses the
username and key in any char with a payload such as "1 + 1"
at the end of the username, and for the password, the attacker
can put any char. After the SQL injection is successful, the
attacker will collect the details about the Customer info and
change the info.

Ract

impact
: p saL

impact |['leCtiOn

Fig. 5 Attack Modelling-Part 1

So, in the next phase, we choose to Reduce risk by modelling
the threat and solving the security problem through the
Scenario Model.



collect info and
change customer
info

Customer
username
obtained

'\‘ giscover it while browser the
ecommerce website

Phase 5: Security Requirements Definition. The model
shows the analysis stage from phase (a) until phase (c). The
developer already knows what the security constraint and
attack method are. Based on the [8] study, Secure Tropos is a
framework that models security using security constraints and
attack methods. The developer can come up with the security
requirements and design the system. In this phase, the
developer needs to come out with three Agent Model:

keyin any char
with the payload
from SQL

injection

Change customery, |
info :
eck the availability of the
string type of data

Fig. 6 Attack Modelling- Part 2

Create account

Customer info

exploits

Scenario Model, Interaction Model, and Knowledge Model.
The model will be explained as follows:

First, the developer needs to design the scenario model.
The developer needs to identify the quality goal, initiation,
trigger, condition, step, set of activities, agent type or roles,
and immutable or mutable resources. For example, Table 1
shows how to ensure the Customer signs in with the correct
format.

TABLEI
SCENARIO MODEL FOR SCENARIO 1

Scenario 1: Sign in the Customer with the correct format

Goal Create account

Initiator Customer

Trigger Don't have an account.

Description: Customer wants to create an account.

Condition STEP The customer carries out activity to ensure the authenticity of users and the Agent/ Resource
e-commerce website, the confidentiality of the data, and the integrity of the Role
data.

1 The Customer clicks on the website link. Customer
. The Customer will see the main page of the e-commerce Customer

The Customer must 3. The Customer clicks on the sign-in button Customer

have no account.

4 The Customer can see the sign-in page. Customer
5 The Customer needs to create the account by keying in the email/ username, Customer
password, and confirmation password.

If the username 6 The Customer needs to click the confirmation Customer

correct format =

true

7 The Customer will receive the pop-up message of the successful sign-in and ask ~ Customer
the Customer to log in.

If the username is 8 The Customer needs to create a username that follows the format and follow steps

correct format! = five until 6

true

9 The Customer will receive the pop-up message of the successful sign-in and ask
the Customer to log in.
10 Scenario 2: Overcome SQL inject Customer

For this problem, we recycle the security problem solution
called security pattern since the solution approach is signed in
with the correct format. Without the correct format, the
system will reject the sign-in, and the Customer needs to
repeat the required format until they reach the proper format.
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Table 2 shows that the Customer wants to log into the system
after creating the account. So, the customer is required to fill
in the username that was created before. The format must be
correct before the Customer can fill in the password.



TABLEII
SCENARIO MODEL FOR SCENARIO 2

Scenario 2: Overcome SQL inject

Goal Login into the system
Initiator Customer
Trigger The Customer already has an account.

Description: Customer wants to create an account.

Condition STEP The customer carries out activity to ensure the authenticity of users and the e- Agent? Resource
commerce website, the confidentiality of the data, and the integrity of the data. Role
1 The Customer clicks on the website. Customer
2 The Customer clicks on the login button Customer
3 The Customer sees the login page Customer
4 The Customer fills in the username. Customer
If the username 5.1 The Customer can proceed to fill in the password Customer
correct format ==
true
5.2 The Customer clicks the confirm button. Customer
If the password 5.3 The Customer can see the e-commerce website for the customer site, browse the products, Customer
== true and buy the products.
If the password! 5.4  The Customer can retry to key in the password for two more tries before the username block. Customer
= true
If the username is 6.1 The Customer will be notified that the format of the username is incorrect. Customer
correct format! =
true
6.2 If the Customer proceeds to the password and clicks the confirm button, the Customer will Customer

be notified that the login is unsuccessful.

Next, the developer needs to make the interaction model.
The interaction model is an interaction pattern between the
agents that is designed based on the responsibilities. Figure
7 shows that there are four main agents: customer agent,
website agent, SQL database agent, and attacker agent.
There will be a performing agent and a perceiving agent.
First, the Customer must register before proceeding to the
login. The Website Agent acts as a performing agent and
requests the Customer Agent as the Perceiving Agent to
register. Then, the Customer Agent becomes the
Performing agent when the Customer agrees to the request.
As in the register step, the Website Agent becomes the
Performing Agent, which informs the Customer Agent to
register using the correct format. The website agent will
accept the registration proposal made by the customer
agent and send it to the SQL database agent. Then, the
Website Agent will inform the Customer Agent that the
registration has been successful as the SQL database has
accepted the correct format data. So, the Website Agent
will request the Customer Agent to log in. The customer
agent agrees with the request and fills in the required login
information in the correct format. When the required
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information is in incorrect format, the website will inform
us the format is incorrect. If the Customer Agent
successfully fills in the necessary information with the
correct format, the Website Agent will notify the Customer
Agent that the login is successful.

Lastly, the developer needs to figure out what is
knowledge or information of each agent necessary to carry
out their behavior. It can act as an ontology that can
provide the developer with a framework of knowledge on
the agent's knowledge. The developer will become more
understanding of the issue that occurs between the agents.
In Fig. 8, there are Seller agents that know the Seller
account; in Seller Account, it contains name, email, phone
no, address, IdOder, and IdProduct. The customer agent
knows the customer account, which includes the name,
email, phone no, address, payment, and idOrder. When the
Customer makes the Order, the Customer must complete
the payment through the app, which contains payment,
price, date, and time. After the payment, an order will be
created that contains the IdOrder, IdPayment, date, and
time, which the Seller agent will know through the Seller
Account.
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Fig. 7 Interaction Model
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Fig. 8 Knowledge Model
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Phase 6: Control Selection and Implementation. We
introduce a behavior model in this phase. The behavior model
is an activity and behavioral interface that expresses the
trigger, precondition, and postcondition to perform the
activity. There are three types of actions: communication
action, physical action, and epistemic action. The activity
always starts with the start event, and any precondition needed
before the activity can be carried out will be known as the rule,
and sure of it will have the condition. If any activities have
multiple choices that lead to various postconditions, then it
will be used to indicate it. Based on Fig. 9, the Customer has
already created the customer account and wants to log in. So,
the Customer agent opens the website, and the website will
show the customer interface. At the same time, the website

Website

will trigger the login and send the request to the Customer for
the login. The Customer will handle the login by keying in the
username. If the username is in the correct format, the
Customer agent will proceed to the password, but if the
customer key is in the wrong format, the Customer must
reenter their username. If the customer successfully keys in
the correct format of the username and correct password, the
SQL database will check the username and password and give
the response. If the username and password exist in the
database, the website will notify the login as a success.
However, if the username and password do not exist, the
website will inform the Customer that the login is
unsuccessful.

sQL
database

Customer
Agent

Open

Show login page to the
application user

........ Send request message
notification message

handle login

otify the login is successeg
------- or not success

Trigger Login
[ ]

request for login
username and
password

key in the
username

ecommerceWebsite= Open

CorrectUserinput = Yes/ No

= Yes/ No

i\ check username \
and password

_____ Username and
password exist

login=success

Fig. 9 Behavior Model

III. RESULTS AND DISCUSSION

In this section, we present the usability analysis of SAOM
among 110 students taking TME4093 Advanced Topic in
Software Engineering. The experiment aims to conduct the
reliability test of SAOM. The students were asked to answer
a questionnaire. Based on [29] study, reliability is "the
property of a language that aids in producing reliable
programs". The reason for the reliability test in this study is
to understand whether the participants agree or not SAOM
can reduce the probability of users making errors and ensure
users include the right element and correct relation between
the elements. So, based on the [30] study, we reuse the
question for the reliability test. This questionnaire needs to be
answered through Google Docs.
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It protects users against making errors and mistakes.
103 responses

€

37 (35.9%)

18 (17.5%)

0(0%) 2(1.9%)

1 2 3 4 5

Fig. 10 Results of a questionnaire for the first question

Two questions will be settled after the participants model
the Secure E-commerce web-based application. The first
question is whether it protects users against making errors and
mistakes. Based on the survey, 44.7% and 35.9% of the
participants chose 4 and 5, respectively. This concludes that



AOM + Secure Tropos can help participants avoid making
errors and making mistakes while they come up with the
requirements and design of the system.

It prevents users specify incorrect model elements and the relation between them.
103 responses

€0

45 (437%)

1 2 3 4 5

Fig. 11 Results of a questionnaire for second questions

The next question is whether it can prevent users from
specific incorrect model elements and the relation between
them. Based on the survey, 43.7% and 28.2% of the
participants chose 4 and 5, respectively. This can conclude
that AOM + Secure Tropos can help prevent users from
specifying incorrect model elements and the relation between
them. Secure Tropos and AOM have specific steps and
models to be used while documenting the project from
collecting to designing the system.

Based on the reliability question, it shows that the highest-
rated agree (4-5) that AOM + Secure Tropos can prevent the
user from making errors and mistakes and help participants
select a correct agent model. This concludes that the
participants agree that AOM + Secure Tropos can help users
avoid errors and mistakes. Plus, to make sure the participants
specify the correct model element.

We conclude that after we undergo the experiment and
collect the data through a questionnaire, the AOM can serve
as a methodology that supports security risk management.
Based on the data, we know that participants believe that
SAOM can help the user develop the security requirements
and design a secure system.

IV. CONCLUSION

SAOM is a methodology that uses the ISSRM reference
model to engineer a secure web application systematically.
There are 6 phases involved in SAOM: Context and Asset
Identification, Determination of Security Objective, Risk
Analysis  and Assessment, Risk Treatment, Security
Requirement  Definition, and Control Selection and
Implementation. Each phase has its model to represent the
analysis of a secure system's security requirement and design.
SAOM helps the developer/modeler to collect information
regarding the system, analyze the system and security
requirements, and design the system. In the future, we need to
make this SAOM more mature since there is much room to
improve. The first improvement we want is to align SAOM
with the ISSRM reference model. This will make the SAOM
more understandable for users who wish to use SAOM for
their secure application development. Next, we want to try
this SAOM in other domains, such as the Internet of Things
(IoT). IoT is a complex system since it involves software and
hardware parts. We want to see if this SAOM can protect the
software and hardware part of IoT against security and
physical attacks.
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