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Abstract— The advance of information technology has a growing influence on one of the most popular social trends: online shopping.
The rising popularity of online shopping among the general public, as indicated by the growth in the number of online purchasers each
year, has prompted business owners to pursue online ventures. The marketplace is intrinsically tied to online buying activity that
connects merchants and customers, allowing customers to search for various goods and services from various providers. However,
service failures are vulnerable to centralized market systems that emerge frequently. When the company's services to customers fail to
satisfy consumer expectations. A breakdown in purchasing and selling essential services, including product delivery and customer
support, is referred to as service failure. As a result, not only does this harm confidence, but it may also cause clients to migrate to an
alternative marketplace. The marketplace's competitiveness is based on consumer confidence. The decentralized marketplace can
address this security concern. A decentralized marketplace is meant to build a system that does not require the confidence of a third
party using blockchain technology and smart contracts that can record all transactions clearly and consistently, allowing them to serve
as a single point of truth between distrusting entities. The findings largely support the feasibility of Ethereum Smart Contracts to
construct a decentralized marketplace. However, there are some places where further study and development are needed.
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primary functions: 1) Connecting sellers and buyers. 2)
I. INTRODUCTION Facilitating the exchange or transaction of goods, services,
information, payment transactions, and shipping regulations.
3) Providing institutional infrastructure as a legal and
regulatory framework for all market activities [3]. However,
due to the centralized system, the marketplace has various
challenges in carrying out its job—the purchasing and selling
procedure on a centralized Marketplace. As seen in figure 1,
sellers may post product details, change items, and delete
things on the marketplace. The customer can then pay for the
merchandise and cancel the purchase.

A marketplace can be defined as a place where sellers and
buyers gather to make transactions [1]. The marketplace is an
evolution of e-commerce by allowing buyers to find different
types of goods and services offered by different sellers. Thus,
the difference between marketplace and e-commerce lies in
the intermediary, and the marketplace is an intermediary that
connects sellers and buyers. On the other hand, e-commerce
does not require intermediaries because sellers sell products
directly to buyers on a standalone platform, so there is no need
for intermediaries.

Marketplaces have significantly impacted the business
world from a firm and consumer perspective [2]. The ‘%
marketplace is growing rapidly in Indonesia, there are many
successful marketplaces such as Tokopedia, Shopee, I oL
BukaLapak, OLX, and many other marketplace platforms are pe====--
some of the media that bring national economic growth. Small ‘ E
and medium businesses, in particular, benefit greatly from a 8 i v O
marketplace. Business actors may easily sell their items to the m; B s — ilid
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marketplace and just need to supply comprehensive SELLER | popete et ICamePacieel | CBUHER
information about the things they offer in the marketplace,
such as product information, pricing, and delivery, to
participate in the marketplace. Marketplaces serve three
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Fig. 1 Centralized Marketplace
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As a third party administering the market, the marketplace
administrator has complete authority over the database.
Complete control over the system leads to a lack of
confidence in the marketplace system, a crucial need that
directly influences transactions [4]. All electronic buyers and
sellers are concerned about the issue of trust and satisfaction
[5],[6]. This is critical since it influences consumer trust [7].
There are various disadvantages to a centralized marketplace
system that blockchain can address.

TABLE I

CENTRALIZED MARKETPLACE VS DECENTRALIZED MARKETPLACE

No Issues in a Centralized Using Blockchain to
Marketplace Solve Problems

1 Platform users are Blockchain technology
concerned about privacy,  allows multiple parties to
personal information verify trustworthy
misuse, and product identities, ensuring the
quality [8],[9]. highest level of security

for customer databases
and systems.

2 Platform users cannot All past purchase history,
access personal reviews, and data may be
information, such as stored on the blockchain.
purchase ratings and To put it another way,
histories. proof of ownership

cannot be altered or lost.

3 In their sole discretion, Blockchain technology
marketplace companies does not require the
may ban sellers from existence of a third party
using the platform at any  to govern the system, no
time if they believe the one has power over it, and
seller is causing them no unilateral blockage is
harm. possible.

4 The seller is responsible There are no delays in
for both product processing payments or

registration and sales
commission, and this
diminishes the profit
margin. Thus, the seller
raises the price to the
consumer to compensate.

pending transactions since
blockchain transactions are
instantaneous and do not
go through traditional
institutions. Customers
may make instant
purchases, helping them
complete their orders more
quickly.

A decentralized marketplace uses blockchain technology to
enable direct interaction between merchants and buyers, as
seen in figure 2.
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Fig. 2 Decentralized Marketplace

Smart contract technology, which can fully automate
services to establish trust, cut costs, and safeguard user data
without needing a third party to function as a transaction
mediator, is used to carry out each transaction on the platform.
When a transaction occurs, the smart contract follows a set of
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procedures that the seller and buyer have agreed. This
transaction data is validated and kept across all of the
blockchain network's nodes in a decentralized way. In a
decentralized marketplace, the absence of third parties offers
a number of benefits to both sellers and customers.
Blockchain has been used in the marketplace in previous
studies [10]. This paper seeks to finish the smart contract
design process by unit testing the smart contracts that have
been created, allowing them to provide full smart contract
programming for a decentralized marketplace.

II. MATERIALS AND METHOD

A. Blockchain Explained

When Satoshi Nakamoto released Bitcoin in 2008 [11],
blockchain use was widespread and well-known.
Cryptocurrencies and blockchain have developed as novel
methods to aid financial institutions and a variety of other use
cases, including supply chains, healthcare, and care systems
[12]. One of the purposes of the Blockchain technology that
is being developed and established is to diminish or remove
the role of intermediaries or third parties, sometimes known
as "Middlemen." Blockchain's primary features are
decentralization, permanence, anonymity, and testability [13].
Because blockchain is an immutable and transparent
distributed ledger, no one can refute the truth. As
demonstrated in Figure 3, the data contained in the blockchain
is represented as a link (chain) on the block.
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Fig. 3 Relationship between Block and Chain
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As shown in the diagram, blockchain is replicated via a
peer-to-peer network, the information it contains is extremely
difficult to erase, and the points in the system may trust one
another [14]. This structure is made up of multiple linked and
sequential units. The block is connected because the previous
block's hash value is utilized in constructing the next block.
Therefore, changing the information will be more difficult
since it will have to update the following block [15]. The hash
function has two unidirectional properties: the hash value
cannot be altered back to its original form and is impact
resistant if the two inputs do not have the same hash value
[16], as well as the ability to speed up the integrity verification
procedure [17]. A consensus algorithm will be used to
validate the new block. This is commonly referred to as
mining [18]. The new block will be added to the current
blockchain after it has been properly validated [19]. There is
a link between one block and the one before it.

Blockchain technology has various qualities that make it
advantageous. Among these qualities are as follows [20]:

o Decentralization: There is no requirement for a third
party in a transaction. The consensus algorithm is
employed in a distributed network to preserve data
consistency.



o Distributed Database: Every participant on the
blockchain has complete access to the database and its
history. Such data or information is not under the
control of any party. Without the need for middlemen,
each party may directly verify the records of its
transaction partners.

e Persistence: The transaction validation procedure is
quick, and miners will not identify incorrect
transactions. Removing transactions that have already
occurred on a blockchain is not feasible.

e Anonymity: Each user in the blockchain network can
communicate with one another using a unique address.
The interaction does not reveal each user's genuine
identity in this situation.

o Auditability: Every transaction relates to the preceding
transaction in a blockchain network, and this will make
transactions easy to authenticate and look for.
Blockchain technology is a solution that can be utilized

to alleviate flaws in the present marketplace system.

However, we must first establish whether the usage of

blockchain technology is the correct decision; we must

first study it to determine which sort of blockchain is
appropriate for our situation. Figure 4 depicts a schematic
that may be used to determine blockchain use decisions,
along with some fundamental rules that must be followed.
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Fig. 4 Decisions are made on what type of blockchain to use [20].

Using the model in Figure 4, we can deduce that the
creation of a decentralized market necessitates the use of a
permissionless blockchain. According to Cachin and Vukoli¢
[21], the following are some types of blockchain.

o Permissionless Blockchain: such as Bitcoin or
Ethereum, anybody may be a user or host a node,
everyone can "write," and anyone can participate in
consensus in deciding the state's validity.

e Permission Blockchain: is a blockchain run by a known
entity, similar to consortium blockchains, in which
consortium members or stakeholders in a specific
business context run the Permission Blockchain
network. Blockchain permission systems may identify
nodes that can manage and change shared data and
frequently contain controls over who can issue
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transactions.
e A private blockchain is a blockchain permitted by a
single entity with just one trust domain.

B. Smart Contracts

A smart contract is a computer mechanism that digitally
facilitates, verifies, and enforces contracts between two or
more parties on the blockchain. Because smart contracts are
often delivered and backed by the blockchain, they have
various distinguishing characteristics. The smart contract
program code is first stored and validated on the blockchain
to avoid tampering with the contract. Second, smart contract
execution is carried out anonymously amongst individual
nodes without the trust of centralized administration or third-
party coordination. Third, smart contracts function similarly
to smart agents in that they store cryptocurrencies or other
digital assets and allow them to be transferred when certain
criteria are met [22]

Blockchain-enabled smart contracts can broaden Bitcoin's
capabilities and the sorts of services that blockchain
technology allows. Various potentially inefficient and
perhaps unsustainable legal and financial services can be
maintained through smart contracts deployed on the
blockchain [23]. Smart contracts can help market systems by
utilizing blockchain technology. Blockchain technology can
access network data, validate it, and disseminate it to all
dispersed nodes. A decentralized data operation and
preservation platform are achieved by utilizing a peer-to-peer
network.

C. Design of a Blockchain-Based System

This section describes the aspects of a blockchain-based
system that are distinct from the system as a whole, such as
system architecture, the definition of requirements,
determining participants, assets, transactions, and access
control.

1) System Architecture: The Decentralized Marketplace's
System Architecture is systematically shown in Figure 5.
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Fig. 5 System Architecture Design

The system's front-end was built as a web application using
HTML/CSS/JavaScript programming language. Web3.js
enables the user interface to connect to the blockchain
network and communicate. Solidity, a programming
language, was used to create the smart contract. The Ethereum
network will be used to construct the blockchain backend.
However, a local blockchain network called Ganache was
developed and utilized for development and testing reasons.

2) Definition of Requirements: We have created a simple
marketplace system with the following functionality.

« Sellers can add items and edit product information.
e Buyers can view a list of items that are offered as well
as their costs.



o Buyers can purchase things that are currently available.

3) Sellers can earn from successfully acquired items from
purchasers. Participant Identification. This section will
identify the network's participants. Participants are chosen
depending on the requirements of system actors. The
following is a list of the network's participants.

TABLE I
PARTICIPANT LIST
No Participant
1 Seller
2 Buyer

4) Assets Determination: The assets will be determined
in this section. Everything that has worth is referred to as an
asset. The data from the transaction process is stored in these
assets. The materials and content required for this system are
listed below.

TABLE III
ASSET LIST
No Asset
1 Products
2 Product purchased

5) Transaction Determination: The transaction will be
determined in this section. A transaction is a collection of
actions taken by parties to alter the contents of an asset. The
following is a list of the system's transactions.

TABLE IV
TRANSACTION LIST
No Transaction Participant
1 Create Product Seller
2 Purchase Product Buyer

6) Access Control Determination: Each participant's
access permissions will be determined in this section. This
access permission is granted under the system architecture's
requirements. The following is a list of each participant's
access permissions.

TABLE V
ACCESS CONTROL DETERMINATION

Permission

Perform the Create, Read,
Update functions on the
product asset

Perform Read List Products and
Purchase Product

Participant
1 Seller

2 Buyer

III. RESULTS AND DISCUSSION

The design of the smart contract is carried out using a class
diagram. The design includes the data structure and functions
in the smart contract, as seen in figure 6. The Decentralized
Marketplace System is composed of a single primary smart
contract containing the CreateProduct and PurchaseProduct
capabilities. A struct represents the data structure for the
product. The following is an explanation for each smart
contract and struct:
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Fig. 6 Smart Contract Class Diagram.

A. Composing Data Structure

The smart contract data format in the Decentralized
Marketplace is constructed in a simplified way to demonstrate
the essential logic of the marketplace system using smart
contracts. The architecture for the smart contract data
structure is as follows:

1) Product Data Structure: Sellers must add items to the
marketplace before they can sell them on the marketplace,
which requires us to create a product data structure.

struct Product {
uint id;
string name;
uint price;
address payable owner;
bool purchased;

}

2) Event ProductCreated: Events are used to notify
customers that contact this function that this product has been
added to the blockchain.

event ProductCreated(
uint id,
string name,
uint price,
address payable owner,
bool purchased

);

3) Event ProductPurchased: Clients that call the product
purchased Event function will receive a message that the
product has been successfully purchased on the blockchain.

event ProductPurchased(
uint id,
string name,
uint price,
address payable owner,
bool purchased



B. Composing Function
In terms of the contract, the following function is defined:

1) Create Product:

function createProduct(string memory name, uint _price)
public {

// Require a valid name

require(bytes(_name).length > 0);

// Require a valid price

require(_price > 0);

// Increment product count

productCount ++;

// Create the product

products[productCount]=Product(productCount, name,

_price, msg.sender, false);

// Trigger an event

emit ProductCreated(productCount, name, price,

msg.sender, false);

}

There is a Product Field validation in the CreateProduct
method, which states that the supplied name cannot be empty,
and the price must not be empty; if it is, the needed function
will be refused.

2) Purchase Product:

function purchaseProduct(uint id) public payable {
Product memory product = products[ id]; address
payable _seller = product.owner;
require(_product.id > 0 && product.id <=
productCount);

require(msg.value >=_product.price);
require(!_product.purchased);

require(_seller = msg.sender);
_product.owner = msg.sender;
_product.purchased = true;
products[_id] = product;
address(_seller).transfer(msg.value);
emit ProductPurchased(productCount,
_product.name, product.price, msg.sender, true);
H
When someone buys a product using the Purchase Product
function, the product owner's status is automatically updated
to the person who purchased the product, and the buyer's
money is sent to the seller of the goods. The parameter for this
function is the product's id to be purchased, and then money
will be sent in the form of ether will be done automatically.

IV. CONCLUSION

This paper suggests a blockchain-based strategy based on
Ethereum smart contracts for constructing DApps that are
open, transparent, and responsible. Smart contracts, which are
digital contracts that can be implemented independently and
are saved and executed on blockchain nodes, allow for the
construction of safe decentralized applications. The necessity
for a third-party business to function as a mediator to organize
the course of the marketplace can be eliminated in a
distributed marketplace, allowing sellers and buyers to
execute transactions directly.

This paper demonstrated how the marketplace system is
developed holistically, beginning with system architecture
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design and continuing with requirements, participant
preparation, asset list preparation, transaction list
preparation, and access control. This study has examined the
procedures involved as well as the needs of the marketplace
system using a solidity program. This study could compile a
smart contract composed of data structures and functions,
and future research could concentrate on putting smart
contracts to the test in the performance section.
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